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Abstract.  Universal Re-encryption allows El-Gamal ciphertexts to be
re-encrypted without knowledge of their corresponding public keys. This
has made it an enticing building block for anonymous communications
proto cols. In this work we analyze four schemesrelated to mix networks
that make use of Univ ersal Re-encryption and nd seriousweaknessesn
all of them. The Univ ersal Re-encryption of signatures is open to exis-
tential forgery, and the two mix scdhemescan be fully compromised by
an passive adversary observing a single messagecloseto the sender.The
fourth scheme, the rWonGoo anonymous channel, turns out to be less
securethan the original Crowds scheme, on which it is based. Our at-
tacks make extensive useof unintended “services'provided by the network
nodes acting as decryption and re-routing oracles. Finally, our attacks
against rwonGoo demonstrate that anonymous channels are not auto-
matically composable:using two of them in a carelessmanner makesthe
system more vulnerable to attack.

Keywords: Universalre-encryption, re-encryption mix networks, anonymouscom-
munications, trac analysis.

1 Intro duction

An important technique to achieve anonymous communication is the mix, an
anonymizing relay, rst proposedby David Chaum [1]. In his scheme messages
to be anonymized, on their journey from Alice to Bob, are rst encrypted under
the public keys of all intermediate mixes. The messagesre then relayed by all
mixesin successiorthat decrypt them, e ectiv ely pealingo alayer of encryption
at the time, and forwarding them to the next mix. As aresult an obsener of the
network should nd it hard to link sendersand receivers of messages.

Many mix basedsystems,inspired from this architecture, have beendesigned
and deployed [2{4]. They all usea hybrid encryption scheme,that combinesthe
necessarypublic key cipher with a symmetric key cipher for bulk encryption.
This technique keepsthe computational cost of running a mix low, and allows
more messagedo be mixed together. Yet this architecture su ers from replay



attacks: the same message,if routed twice in the mix network, will at eadh
stagedecrypt to bitwise exactly the sameplaintext. To prevent adversariesfrom
making useof this property to facilitate tra c analysis, most schemeskeeptrack
of the messageprocessedand refuseto processthem again. The storagecostis
proportional to the number of messagegrocessed.

An alternativ e approac { alsowith the independert advantagesof proofs of
robustness{ relies on mixed messagedeing re-encrypted instead of decrypted.
In such schemes|5, 6] messagesre encrypted using the EI-Gamal public key ci-
pher [7], and eat mix node re-encrypts them on their way. Finally all messages
are decrypted by a threshold decryption scheme at the end of the route. The
re-encryption is randomized, and replaying a messagewill leadto di erent inter-
mediate messagesn the network. The re-encryption operation doesnot require
any secrets,but requiresthe knowledgeof the public key usedfor encryption.

Golle et al. [8] proposeda scheme,named Universal Re-encryption, that does
away with the requiremert to know the public key, under which a ciphertext was
encrypted, to be ableto re-encryptit. A plaintext m encrypted under public key
(9; g*) hasfour componerts (using fresh k; k9):

UREx (M) := (a;b;cid) = (g3 (0¥ 0% (@) m) (1)

Sudh a ciphertext can be re-encrypted by anyone, and becomeunlikable to the
original one using fresh z; z%

@b d) = (a0 a? clF d) 2)
Note that the re-encrypted product of Universal Re-encryption is a valid cipher
text of messagam, encrypted under the secretkey x, i.e. URE,(m).

The Universal Re-encryption primitiv e itself, and its extensions[9], are be-
lieved to be secure.In this work we study the applications of this primitiv e,
in the context of anonymous communications, that turn out to have numerous
weaknesses.

First we demonstrate that the attempt of Klonowski et al. [10] to make re-
encryptable RSA signatures is insecure, and vulnerable to existertial forgery.
Then we considerthe mix scheme of Klonowski et al. [11] and Gomulkiewicz et
al. [12]that attempt to useUniversalRe-encryption to build replay resistan mix
networks. Their schemescan be attacked by a passiwe adversary that obsenes
the messageciphertext at just one point, closeto the senderAlice. Finally we
considerthe rwonGoo schemeby Lu et al. [13]. The schemetakesinto accourt
that the carelessuseof UniversalRe-encryption is susceptibleto tagging attacks,
and a variant of re-encryption is used. Yet rWonGoo fails to protect against all
attacks, and we demonstratethat it is in fact weaker then the simple Crowds[14]
anonymity scheme.We proposea x to make rWonGoo assecureas Crowds, yet
the heavy cryptography usedbecomessuper uous.

2 Breaking the \Univ ersal Re-Encryption of Signatures”

Klonowski et al. [10] extend the universal re-encryption scheme by Golle et
al. [8], that allows ElGamal [7] ciphertexts to be re-encrypted along with a valid



RSA [15] signature. The transform is key less, and can be performed by any
third party. The key feature of the Klonowski et al. schemeis that the signature
assaiated with the ciphertext remainsvalid, despite the ciphertexts being mod-
i ed through re-encryption. Schemeswith such properties have the potential to
be usedin anonymous credenial, e-cashand electronic election schemes,aswell
as a plethora of other application in the eld of privacy enhancingtechnologies.
Unfortunately their schemeis insecuresincesignedciphertexts can be combined,
without the knowledgeof any signing secrets,to produce valid signatures.

Assumingthat N = pqwith p and qbeingtwo random large primes and let g
bein Z . All operations are performed modulo N, unlessotherwise stated. For
a messagem an authority createsan RSA signature m® (d being its signature
key). To encrypt the messageto a public key y = ¢g*, the authority chooses
uniformly at random two valuesk; and k,. A cipher text in the Klonowski et al.
schemeis composedof the following elemeris:

(00 o 1, 15 27 25 3 3)'=
(m yko;gory g (m y % (@)% ()% (@)Y ()

It correspondsto an ElGamal encryption of the messageand an ElIGamal en-
cryption of the elemen 1 (necessaryto perform a key lessre-encryption), along
with an RSA [15] signature (exponertiation using d) of all these elemens. To
re-encrypt the ciphertext anyone can choosetwo valuesk§ and k¢, an perform
the following operation:

(o %0 404, B, K8 @)
Klonowski et al. proposeto acceptthe signatureasvalid if ¢ = § holds, where
e is the public veri cation key, corresponding to the signature key d (the RSA
property isthat e d mod (p 1)(g 1) 1) a*% mod N a mod N). This
unfortunately doesnot guaranteethat the ciphertext hasnot beenmodi ed, and
does not therefore provide neither integrity nor non-repudiation as a signature
schemeshould.

2.1 Attac king the Scheme

The attack relies on the algebraic properties of RSA, in that the product of
two signatures, results in the signature of the product, or more formally md
m¢ = (mo my)Y. Thereforeif an attacker knows a signedplaintext m% (m9?¢, it
can construct a valid Klonowski et al. ciphertext by multip ying it into another
ciphertext in the following way:

(o m% o 15 15 2 (MY 25 3 a) (5)

The veri cation equation holds since ¢ m®=m m°® y* = (m yk (m99)e =
( 2 (m99)e. The known plaintext and signature can therefore be multiplied into
a valid ciphertext, at any stage,and produce another valid plaintext.



An adversary can also use two valid but unknown ciphertexts signed and
encrypted to the samekeys, and combine them to produce another valid, and
apparertly signed ciphertext.

(o S0 &2 %2 2 3 %) (6)

Which would be a valid ciphertext since m vk mo yke = (m yK)d (m°
yko)d)e  Therefore an adversary can use ciphertexts, with unknown plaintexts
and combine them into another valid ciphertext. This leadsto existertial forgery.

3 Breaking Onions Based on Univ ersal Re-encryption

In Klonowski et al. [11] and Gomulkiewicz et al. [12] two very similar mix format
schemesbasedon UniversalRe-encryption are described. The rst paper[11] dis-
cusseshow sudc construction can be usedto route messagesn the mix network,
including mechanisms for reply blocks and detours [4]. The secondpaper [12]
claims that the use of Universal Re-encryption makesthe mix schemeinvulner-
ableto replay attacks. We will show that both schemesare vulnerable to tracing
attacks by an adversary that obsenesthe senderinjecting an onion into the
network, hasthe ability to usethe network, and controls one corrupt mix.

The encaling schemesproposedare very simple. The sender(or a third party
as described in [11]) wants to send a messagem though a sequenceof mixes

ead node J; are globally known and arey; = g*i. Each addressin sequenceand
the messagds universally re-encrypted using EI-Gamal:

(7

URE, (m) denotesthe ciphertext onegetsby performing universalre-encryption
on the messagem under private key x. Note that only the public componert
y = g* of the private key x is required to perform this operation.

Routing and decryption are taking placein parallel. The onionis rst relayed
to J1, that usesits secretkey x; to decade all blocks, retrieve J, and forward the
messageThere is no discussionin [11,12] about removing the blocks that have
beendecaded, or adding blocks to pad the messageao a xed size,but thesecan
easily be doneto hide the position of di erent mixeson the path and the overall
path length.

3.1 Attac king the Scheme

Universalre-encryption, URE (m), of a plaintext hassomeimportant properties
that make our attacks possible. The ciphertext URE, (m) hastwo componerts:
an ElGamal encryption of 1 under the public key g* and the encryption of the
messagem under the samepublic key.

UREx(m)  (g; 0k gk?; g5**m) 8)



It is possiblefor anyonethat knows URE, (m) to encrypt an arbitrary messagen®
under the samepublic key. Simply choserandom k3; ks and encade the message
m° by multiplying it by the blinded encryption of 1:

URE,(M9  ((g5)**; (g5) (g ; (g ) +mO) (9)

Given UREx(m) it is easyto further encrypt it under an additional, arbitrary,
key x5 and get URE+ x, (m) without the knowledge of the secretx:

UREx+x, (M) (G5 (gk)* gk gk (g52)* g**m) (10)

An interesting property is that URE,(m9 is indistinguishable from URE, (m)
by anyone who does not know the secretkey x. Even if a party knows x it is
impossibleto determine that URE, (m% was derived from URE, (m).

We further note that ead mix in fact acts as a decryption oracle:

1. The mix J; receivesan onion composedof universally re-encrypted blocks.

:::;URExi(Ji+l);URExi+Xi+1 (Ji+2);:::;URExi+xi+1 +itX 4 (m) (11)

RN UREXi+1 (Ji+2); i URExi+1 FIIEX 4 (m) (12)

3. The mix readsthe next addressJi.; . If it is not well formedit stops(or starts
the traitor tracing proceduredescribed in Section 4.5 of [12]). Otherwise it
re-encrypts all blocks and sendsthe resulting messagdo Jj+1 .

Using the properties of universal re-encryption and the protocol that eath
mix implemernts an attacker that obsernesa messagecantrace it to its ultimate
destination. Each block UREy, + -+ x, (Ji+1) is replaed by a block that redirects
the onion to the corrupt node A followed by another block that contains the
next addressencrypted under the public key of the corrupt node x,. A “label'
block that is the encryption of a xed, per onion, label L hasto alsobe included
in oder to be able to run multiple tracing attacks in parallel.

UREX1+ X (Ji+l)
UREx + 4% (A);UREx, + 4 x4+ xa (Ji+1 ) UREx + e x4+ x, (L) (13)

Each mix J; on the route will decade the messagewithout realizing that it
has beenmodi ed. Furthermore it will decale the block containing the address
of the next mix Jij+; and the label L. The decaded messagewill cortain:

111 A UREy, (Ji+1 ); URE, (L); (14)

The addressA is interpreted by the honest mix J; as the rst addressand
the decaded messagds redirected there. Once the adversary received it he can
decade UREy, (Ji+1 ) and UREy, (L) using his secretx, to retrieve the next node
Ji+1 and the label L respectively.



1. Interception 8. Final delivery

Attacker

Fig. 1. After intercepting Alice's mix packet, the attacker redirects the messageto
themselves.

The attack results in the path of the traced onion becoming Jq; A; J2; A;-

onion every time it exists a mix, decade the next addressand the label L, and
re-insert it in the correct node to cortin ue the tracing.

Our attack only requires a brief obsenation of the network to capture the
onion to be traced. After that the onion is modi ed, and the mixes will not
only decale the next address,but also forward that information to the attacker
node. Therefore there is no needto perform any further passiwe or active attacks
against messagesn the network. Note that suc onions can be traced even after
they have beenrouted, sinceno duplicate detection mechanism is implemerted.
A replay prevertion mecanismis di cult to implemert in the context of univer-
sal re-encryption sinceall ciphertext (even of the sameplaintext) are unlinkable
without all the keys.

The fact that onionsin a mix network are required to be of xed sizedoes
not foil the attack. Sincethe linkage of the di erent parts of the messagds so
week, it is possibleto remove the tail blocks to allow for enoughspaceto modify
the messageas described above, to trace the connection. In casethe messagés
too short to do this, it is still possibleto perform the tracing in multiple steps,
that only require replacing (over-writing) one section of the messageo redirect
it to the adversary. Then the samemessagss injected in the network with the
next section/ headeroverwritten to re-direct to the attacker again until the nal
recipient is found.

3.2 Replay and Tagging attac k

Besidesthe attack described above, the designin [12] fails to protect against
replay attacks. An attacker can embed a tag that can be recognizedafter eact
mix J; hasprocessedhe packet: he simply appendsto or replacesthe last block
of the messagewith UREP ., (L). Oncethe messagds processedhe output
will contain UREy, (L), which the adversary can decade to retrieve the label L.
If the samemessagsés inserted againit will output a messagewith the the same
label, which leadsto the classicreplay attack.



Lu et al. [13] also point out that the stchemeis susceptibleto tagging attacks
similar to those rst proposedby Birgit P tzmann [16]. Their attack allows
a corrupt receiver to trace the messageand uncover Alice as its sender. They
correctly point out that this attack is outside the threat model of Klonowski et
al. [11] and Gomulkiewicz et al. [12], sincethey assumethat Alice and Bob trust
eadt other. Our attacks do not make this assumption, and allow an arbitrary
third party that acts asan active adversary and controls one node to fully trace
and decrypt the messagegxdanged.

4 W eaknesses of the rW onGo o Scheme

Lu et al. [13], note that UniversalRe-encryption is susceptibleto tagging attacks,
but also proposerWonGoo, a novel anonymous communications scheme based
on re-encryption. rwWonGoo was designedto protect against tagging attacks,
where an adversary modi es a messageto trace it through the networks, and
replay attacks, where a messages replayed to help tracing. We next provide a
quick description of rwonGoo that will help us highlight its vulnerabilities (a
full description is provided in [13]).

rWonGoo is broadly inspired by the Crowds anonymization scheme[14], and
aimsto be deployedin a decernralized network of thousandsof peers.It assumes
that an adversaryis prevernted from snooping on the network by link encryption,
but may alsocontrol a fraction of nodesto assistthe attack. The communication
in rIWonGoo is divided into two phases.In the st phasethe channel is opened
through the network betweenAlice and Bob, and the keysnecessaryto perform
the re-encryption are distributed to all nodesthrough the channel. In the second
phasemessagedetween Alice and Bob can be exchanged. They start o being
encrypted under the keysof all intermediary nodes,that eat decrypt, re-encrypt
and forward messages.

An rWonGoo channelis composedof two typesof relaying nodes:those that
perform re-encryption and those that are simply re-routing the message.The
nodes that perform re-encryption, shall be called P; (for 1 i ) with EI-
Gamal keys (g;Yi) respectively, while those that simply redirect shall be called
Q; (no keys are necessarysince only redirection is taking place at nodes Q; ).
Conceptually all communication betweenP nodesis doneusing a Crowds anony-
mous channel over Q nodes. In somesenserWonGoo routes already on top of
a crowds anonymous channel. The nal node P is assumedto be Bob, the
ultimate recipient of the anonymous messagegrom Alice (also Py).

The channel establishmert protocol is of special interest to an attacker. Alice
rst picks anode P; and extendsher tunnel to it. This extensionis doneusingthe
crowds protocol, until node P; is reached. The node P; sendsbadk to Alice a set
of potential next nodes,with their IP addressesTCP ports and El-Gamal public
keys. Alice choosesone of them and, through an encrypted channel described
below, extends her tunnel to P,. The communications between P, and P,, are
using the crowds protocol. This is repeated 1time until Alice instructs P 1
to connectto Bob.



All communications betweenAlice and node P; (including Bobi.e.P ) areen-
crypted in alayeredmanner. Alice always knowsthe public keysy; :::y; and uses
them to generatea key distribution messagehat distributes to all intermediates
Py :::P; the keysnecessaryto re-encrypt messagesThese are conceptually the
composite public keysunder which the messageseenby ead P; are encrypted.
Alice sendsthe key distribution message:

AL Pri((a s w)ghYe g (PEYAYPERRE)  (15)

P1 removeshis key from the rst part of the messageto retrieve the public
key Pfoward := ((y; ::: yi)'=(g")**;9')  (yir;Oir) necessaryto re-encrypt
messagesraveling forward in the channel. Similarly he addshis public keyto the
secondpart of the messageo calculate the key PPackward .= (yr® (gr®yx1- o)
(Y1b; O1p) NEcessaryto re-encrypt messagesraveling badk towards Alice. P, then
sendsthe newkey set (PJow ard ; ppackwardy 14 node P,. This procedureis repeated
by all P in the channel, until the nal messagearrivesat P;:

Pia! Piyigi(o 10 v 1)7g) (16)

This key distribution procedure ensuresthat all intermediate P; know the
public keysunder which the messageshey receiwe on the forward and backward
path are encrypted. As a result they can decrypt them and re-encrypt them on
their way. Uponreceivinga messageM := (a; b) node P; performsthe decryption
using its secretkey (g;y;j;x;) and re-encryption using the key (g it ) Yj (bt ) )
under which the messagés encrypted, and passeshe resulting M °to the next
node in the path (using Crowds as transport).

0.—
M™:= ReEnc(gj (bif ) 3Yj (bjf ))(DeC(Q;Yj Xj )(M )) (17)

Following this processa messagesert from Alice to Bob encrypted under key
ploward " arrives encrypted under Bob's key (g;y ), and a messagesend back
from Bob to Alice under key P Packwards grriy esencrypted under her key (g; yo).

4.1 Attac king rW onGo o: Capturing the Route

The key vulnerability of rwWonGoo is that it is susceptibleto man-in-the-middle
attacks, that allow the rest of the channelto get captured after a malicious node
is encourtered. This meansthat after Alice choosesa bad node to include on the
channel path, all subsequeh nodes can be made to be bad too. The intuition
behind this attack is that Alice knows very little about the network, and relies
on intermediariesto discover other nodesand their public keys. Sheis therefore
unable to tell the di erence betweena geruine interaction with the network, and
a interaction that is simply simulated by an adversary.

The attacks proceedsquite simply: we assumethat there is a rst dishonest
re-encrypting node on the path, namedP,,. Oncethe dishonestnode P, receives
the requestto extend the channel, it starts simulating a network of nodesPy,, ,
and provides Alice with their ctitious IP addressesTCP ports and public keys



(for which P, knowsthe secretcomponert). Alice choosesoneof them to extend
her tunnel, but no matter which oneshechoosesP,, never forwards any message
but keepssimulating more nodes,all running the rwonGoo protocol with Alice.
Finally Alice connectsto Bob, directly through P . Note that the fact that
Alice is provided a choice of nodesto chosefrom doesnot eliminate any attacks,
sincethey are all corrupt, or even non-existert. As Alice doesnot have any rst
hand experience of any of the nodes she is asked to choose (she cannot even
query them to seeif they exist, sincethis would reveal sheis the originator of
the tunnel), the attacker can populate thesechoiceswith not only malicious but
also ctitious nodes.

During the key distribution phaseof the protocol the malicious nodessubsti-
tute the keyscommunicated to Bob, for usein the backward channel, with their
own keys.Thereforethe key distribution messageeceivedby Bobis (y";d"; y{no; g O),
where yn, is the public key of the adversary. As a result any messagesent by
Bob back to Alice can be read by the malicious nodes Those messagean then
be re-encrypted under the key f 2 and sert to Alice.

Our attacks so far allows an adversary to perform a predecessoittack [17],
and probabilistically nd Alice after sheengagesn consecutiwe interactions with
Bob. We can estimate how long, in terms of the number of fresh channelsAlice
hasto opento Bob, the attack is likely to take. We assumethat a fraction f of
the network is controlled by the adversary [18]. The intersection attack succeeds
immediately (for reasonsexplainedbelow) if the rst Crowdsnode after Alice, Q1
belongsto the adversary, which it is with probability f. Consider the random
variable L, which denoted the number of fresh rwWonGoo channels that Alice
opensto Bob, until a channelin which the rst node Q; is corrupt. The random
variable L follows a geometric distribution with parameter f, and Alice is on
averageexpectedto have (L) = (1 f)=f secureanonymoustunnels until her
assaiation with Bob is uncovered.

4.2 Decrypting any Message Using Re-routing Oracles

First we note that any node in the network, including Alice and Bob, can be
usedas a decryption oracle for message®ncrypted under their keys.During the
key setup operation a node is asked to e ectiv ely decrypt the rst part of the
messageit receives and relays it to the next node on the path. Consider the
victim node P; with public key y; which is to be usedto decrypt a ciphertext
m:= (a;b) (g*;y*¥m9. The adversarysetsup an rwWonGoo channelPp,; P;; P2,
where the nodesP,, and P2 are cortrolled by the adversary. Then P, sendsto
P; the following messagethat is to P; indistinguishable from a key distribution

messaggk is a random factor chosenby the adversary):
Pn! Pi:(b k;a;y{no;gro) (18)

The node P; removesits key from the rst componert of the messageand sends
the result to the next node P2, which is also controlled by the adversary. The
new messagewill be:

P! P2 (b k=a;a;:::) (19)



As aresult P) getsb k=a* = y*m° k=y* = m° k and candivide it by the known
factor k to retrieve the encrypted messagan® We will denotethe decryption of
a ciphertext m by the adversary as m®= Deg (m), which only takessubscript i
(and not the private key x;) sinceit can be performed even if just the name of
the node is known?.

We have shown in the previous sectionthat a malicious P, can always un-
cover the receiver P (or Bob) of any messageseen,and seein clear all messages
sendby Bob to Alice. Sinceany malicious node can alsoforce any other node in
the network to act asa decryption oracle, it followsthat the attacker canalsosee
in clear all messagesert by Alice to Bob. Each ciphertext m destinedto Bob,
has to travel through Pp,, and is encrypted only under Bob's public key. The
attacker can just use Bob as an oracleto retrieve the plaintext m®= Dec (m).

4.3 Using any Qn to Attac k the Crowds Routing

In rwWonGoo communication betweenany two P is done using the Crowds pro-
tocol, and we namethe nodesthat merely perform crowds redirection Q;. Those
simply forward the messageand perform link encryption.

First, using the decryption attacks preserted above, any corrupt Q,, node
can capture the rest of the route until Alice asksto be connectedto Bob. This is
possiblebecausethe corrupt Qn, seesall the key distribution and actual messages
that are relayed, starting from the rst messagein which Alice asksto have
the rWonGoo channel connectedto the next P; on the route. At this point
the corrupt rerouting node Q,, usesP; as a decryption oracle to retrieve all
information sert by Alice. As a result Q,, can simulate all interactions where
the secretkeys of P; are needed,without ewver relaying the channel through it.
Our route capture attacks can now be performed by any corrupt Py, or just Qm
node on the path.

Secondly we note that a Qn, can test whether its predecessoris Alice by
using it asa decryption oracle on a backwards messaggwhich is only encrypted
under Alice's key), and cheding if the result is plaintext. In casethe result is
plaintext, Qn canconrm that its predecessois Alice. This turns the predeces
sor attack into an exact attack, and makes rwonGoo weaker than the original
Crowds. Similarly the attacker can test any other node in the network to seeif
it is the originator of the messageThis breaks anonymity after at most O(N)
decryptions, where N is the sizeof the network, by a Qn, betweenAlice and P;.

A conrmation attack can be mounted by any Qn,, evenif it is not on the
Crowds route of the rst hop between Py, or Alice, and the rst mix P;. Any
Qm obsenesin clear the key ((yo:: :yi)’o;gro) ms, which is the combination

! Note that if the messagedecrypted using P; as an oracle is not encrypted under
the corresponding key yi, it will result in a plaintext that is indistinguishable from
random. This property can be usedto detect valid decryptions, when the correct
plaintext is expected to have some structure. In casethe correct plaintext is also
indistinguishable from random for the adversary, it is dicult to tell if the correct
or incorrect node was used as a decryption oracle.



of all the public keys of the P;'s sofar on the route. Q,, wants to test whether

the path usedis made of the guessset of nodes Pj, :::Pj, . To do this Qm can

consecutively decrypt, using ead of the nodes P;, :::P;, as oracles message
ms, (i.e. m2 = Deg,(:::Deg, (Ms))). If it is the casethat the plaintext equals
one (m? = 1), then the guessis correct, and Q,, has establishedthat the path

so far was made of the nodesin the guessset. This is an all-or-nothing test

that provides no partial information. As a result it doesnot scalewell with the

number of honest network nodesN and the path length I, sinceQn, will haveto

perform c = 'f | decryption requests.

4.4 The Stronger Crowds the Weaker rWw onGo o

The complexity of the attack preseried above, in terms of the parametersof the
system, is counter intuitiv e. The attack becomesmore di cult asthe number
of honestP s that re-encrypt the messagesncreasesbeforethe messagds “seen'
by either a dishonestP, or a dishonestQn, (a node that only performs Crowds
betweenP nodes,yet can seethe ciphertext and perform the guessingattack).
In casethe messagéds seenby a corrupt Qn, asit is traveling betweenAlice and
P1, only O(N) decryptions are required.

We assumethat until a corrupt Py, or Qn is reached, say node number
v (at which point we can capture the route or perform the guessingattack) all
nodesare selecteduniformly at random. This allows usto calculate the expected
position v of the rst corrupt node, if we know that a certain fraction f of
the network is corrupt. The number v follows a geometric distribution with
parameter f and its expected value is (v) = (1 f)=f. As the fraction of
corrupt nodesincreasesne expect the messagdo be seenby the attacker earlier.

At the sametime the Crowds protocol can be tuned with a parameter h,
which is the probability a messagds forwarded to its nal destination (versus
beingforwardedto a random menmber of the crowd) by eat nodethat receiwesit.
It is alsotrivial to seethat the averagelength u of eat journey into the crowds
subsystem (that is usedto route between Ps) follows a geometric distribution
with parameter h, with averagepath length [u]= (1 h)=h.

As mertioned before our guessingattack is most e ectiv e when the number
of Ps on the route is small, before the messageis seenby the adversary. We
know that on averagethe messagewill be seenin (v) = (1 f)=f hops, but
the averagelength of its rst Crowds trip between Alice (Pp) and the rst re-
encryptor P; is expectedto be [u] = (1 h)=h. We can concludethat if the
parameter h is smaller than f (the corrupt fraction of nodesin the network) it
is expectedon averagethat the attacker will seethe messageonits rst hop and
be able to perform the most trivial guessingattack. The adversary only has to
perform at most N decryption operations until Alice is revealed.

This result is counter-intuitiv e:the parameter h being smaller meansthat the
number of intermediaries in the Crowds protocol is larger. One should expect
this to increasethe anonymity of the system. Contrary to this, increasingthe
length of the crowds path allowsthe adversaryto obsenethe raw messagesarlier
with higher probability, despite link encryption. Sincethe rwWonGoo schemeis



very vulnerable when the attacker can obsene message®arly on, increasingthe
“anorymity' provided by the Crowds transport, decreaseghe overall anonymity
of the system.

45 Partial x for rWonGoo

As it stands rWonGoo is weaker than Crowds (that only useslink encryption,
and no other cryptographic protection.) It is possibleto make its security as
good as Crowds with a minor modi cation: the senderAlice, choosesa fresh key
pair (g;yo) for ead channel. This would defeat the con rmation attacks that
make rwonGoo weaker than crowds, since Alice cannot be forced to decrypt a
ciphertext correctly, con rming that sheis the sender.This makesrWonGoo as
strong as Crowds, but much more complex and unnecessarilycostly at the same
time.

5 Conclusion

The properties of RSA that make the “Universal Re-encryption of signatures'
schemevulnerable to our attacks have beenknown, and usedin the past by Bir-
git Ptzman to break anonymous communications schemes[16]. To overcome
them special padding schemessuch as PK CS#1 [19] are usedto give ciphertexts
a special structure that is infeasible to reconstruct by multiplying dierent ci-
phertexts together. Thesepadding schemesrequire a veri er to haveaccesgo the
messageplaintext in order to verify its validity, making it thereforeimpossibleto
ched the validity of re-encrypted ciphertexts (since they still hide the message
m). To allow decrypted ciphertexts to be veri ed using a signature schemenone
of the fancy cryptography is necessaryit is su cien t to encrypt using Golle et al,
a signed messageand transmit the corresponding ciphertext. The receiver then
decrypts the ciphertext and can ched the signature. Therefore we seelittle hope
in xing this schemewhile retaining its interesting re-encryption properties.

The attack against the onions basedon universal re-encryption is possible
becauseof many factors: We can modify the onions, sincetheir integrity is not
protected, and their dierent parts are not linked to ead other in a robust
manner. The mixes allow themselvesnot only to be used as decryption oracles
for arbitrary ciphertexts, but also can be usedto redirect trac to the attacker
making tracing e ortless. Our attack shows that the claim in section 4.3 of [12],
that the insertion of blocks in the onion structure is not possible,is unfounded
which directly leadsto our attack.

Finally we show that rWonGoo is a very fragile scheme.The additional cryp-
tography in rwWonGoo has made the overall system more susceptibleto attack,
than the original Crowds proposal, that only usedlink encryption. In particular
it is possiblefor all messagedetweenAlice and Bob to be read by the adversary
with high probability, following route capture. Since any participant acts as a
decryption oracle, it is possibleto mount con rmation attacksto nd Alice more
quickly than if simple Crowds was used.



Our attacks lead to two important and novel intuitions, that anonymous
communication system designersshould carefully take into accourt in the fu-
ture. First, the weaknessof the rwonGoo schemedemonstratesthat anonymous
channelsare not automatically composable:rWonGoo usingthe crowds proto cols
as a transport between mixes makesthe system more vulnerable, not stronger.
Furthermore choosing more secureparametersfor the Crowds transport usedin
rwonGoo, makesthe overall schemelesssecure which is highly counter-intuitiv e.

Second our attacks againstthe mix and signature schemesbasedon Universal
Re-encryption, demonstrate the inherent di cult y in using this primitiv e in a
secure fashion. Its power comesfrom its neat structure, which allows for re-
encryption given only a ciphertext, and the use of multiple keys along with
incremental decading. It is these properties that made it a promising primitiv e
for anonymous communications.

On the other hand to presene these properties, and allow ciphertext to be
universally re-encryptable, a designeris forcedto let them be malleable,leak the
public keysused,and is unable to add any redundancy for integrity cheding of
message®n their way. That is the weaknessour attacks exploited, and it is a
weaknesghat should have beenforeseergiventhe rich literature on attacking re-
encryption networks. The literature on (non-Universally) re-encryption networks
demonstratesthat, to be secured,such schemesrequire, identi cation of senders,
expensive zero-knavledge proofs of knowledge of the plaintexts, and proofs of
correct shu e and threshold decryption. Such proofs have not yet beenadapted
to UniversalRe-encryption, and would be di cult to adapt them to the dynamic
setting of free-route mix networks, and the multiple threats that such networks
face (dynamic membership, sybil attacks,...). Unlessthere is a breakthrough in
this eld, Universal Re-encryption will should always be used, in this context,
with uttermost care.
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