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In this paper we intro duce a system called Crowds for protecting users' anonymity on the world-
wide-web. Crowds, named for the notion of \blending into a crowd", operates by grouping users
into a large and geographically diversegroup (crowd) that collectiv ely issuesrequests on behalf of
its members. Web serversare unable to learn the true source of a request becauseit is equally lik ely
to have originated from any member of the crowd, and even collab orating crowd members cannot
distinguish the originator of a request from a member who is merely forwarding the request on
behalf of another. We describe the design, implementation, security, performance, and scalabilit y
of our system. Our security analysis intro duces degrees of anonymity as an important tool for
describing and proving anonymit y prop erties.
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1. INTRODUCTION

Every man should know that his conversations, his correspndene, and
his personal life are private. | Lyndon B. Johnson, presidert of the
United States, 1963{69

The lack of privacy for transactions on the world-wide-web, or the Internet in
general,is a well-documerted fact [Brier 1997;Miller 1997]. While encrypting com-
munication to and from web seners (e.g., using SSL [Hickman and Elgamal 1995])
can hide the corntent of the transaction from an eavesdropper (e.g., an Internet
serviceprovider, or a local system administrator), the eavesdropper can still learn
the IP addressesof the client and sener computers, the length of the data being
exchanged, and the time and frequency of exchanges. Encryption also does little
to protect the privacy of the client from the sener. A web sener can record the
Internet addressesat which its clients reside, the senersthat referredthe clients to
it, and the times and frequenciesof accessedy its clients. With additional e ort,
this information can be combined with other data to invade the privacy of clients
even further. For example, by automatically finger ing the client computer shortly
after an accessand comparing the idle time for ead user of the client computer
with the serer accesstime, the sener administrator can often deducethe exact
userwith high likelihood. Someconsequencesf sud privacy abusesare described
in [Miller 1997].

In this paper we introduce a new approad for increasing the privacy of web



transactions and a system, called Crowds that implemernts it. Our approad is
basedon the idea of \blending into a crowd", i.e., hiding one's actions within the
actions of many others. To executeweb transactions in our model, a user rst joins
a \crowd" of other users. The user's requestto a web sener is rst passedto a
random member of the crowd. That member can either submit the requestdirectly
to the end sener or forward it to another randomly chosenmember, and in the
latter casethe next member choosesto submit or forward independerily. When
the requestis eventually submitted, it is submitted by a random member, thus
prevernting the end sener from identifying its true initiator. Even crowd members
cannot identify the initiator of the request, since the initiator is indistinguishable
from a member that simply forwards a requestfrom another.

In studying the anonymity properties provided by this simple medanism, we in-
troducethe notion of degreesof anonymity. We arguethat the degreeof anonymity
provided against an attacker can be viewed as a cortinuum, ranging from no
anonymity to complete anonymity and having seeral interesting points in between.
We informally de ne these intermediate points, and for our Crowds mecanism
described above, we re ne these de nitions and prove anonymity properties for
our system. We expect these de nitions and proofs to yield insights into proving
anonymity properties for other approaces, as well.

An intriguing property of Crowds is that a member of a crowd may submit
requestsinitiated by other users. This hasboth negative and positive consequences.
On the negative side, the user may be incorrectly suspected of originating that
request. On the positive side, this property suggeststhat the mere availability
of Crowds o ers the user some degreeof deniability for her obsened browsing
behavior, if it is possiblethat shewas using Crowds. Moreover, if Crowds becomes
widely adopted, then the presumption that the computer from which a requestis
received is the computer that originated the requestwill becomedecreasinglyvalid
(and thus decreasinglyutilized).

The anonymity provided by Crowds is subject to some caveats. For example,
Crowds obviously cannot protect a user'sanonymity if the content of her web trans-
actions revealsher identit y to the web sener (e.g., if the usersubmits her nameand
credit card number in a web form). More subtley, Crowds can be undermined by
executableweb cortent that, if downloaded into the user's browser, can open net-
work connectionsdirectly from the browserto web seners, thus bypassing Crowds
altogether and exposing the userto the end sener. In today's browsers,suc ex-
ecutable content takesthe form of Java applets and ActiveX cortrols. Therefore,
when using Crowds, it is recommendedthat Java and ActiveX be disabled in the
browser, which can typically be donevia a simple preferencesamenu in the browser.

The rest of this paper is structured as follows. In Section 2, we more precisely
state the anonymity goals of our system and introduce the notion of degrees of
anonymity. This givesus su cien t groundwork to compare our approac to other
approadiesto anonymity in Section 3. We descrike the basic Crowds mecanism
in Section 4 and analyze its security in Section 5. We describe the performance
and scalability of our systemin Sections6 and 7, respectively. We discusscrowd
membershipin Section8, the system'suserinterfacein Section9, and the obstacles
that rew alls presen to wide scaleadoption of Crowds in Section 10. We conclude
in Section11.
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Fig. 1. Degrees of anon ymit y: Degreesrange from absolute privacy, where the attac ker cannot
perceive the presence of communication, to provably exposed, where the attac ker can prove the
sender, receiver, or their relationshi p to others.

2. GOALS
2.1 Anonymity

As discussedin [P tzmann and Waidner 1987], there are three types of anony-
mous communication properties that can be provided: senderanonymity, receiwer
anonymity, and unlinkabilit y of senderand receiver. Senderanonymity meansthat
the identit y of the party who sert a messagds hidden, while its receiver (and the
messagetself) might not be. Receiver anonymity similarly meansthat the identit y
of the receiwer is hidden. Unlinkability of senderand receiver meansthat though the
senderand receiver can eat be identi ed as participating in somecommunication,
they cannot be identi ed as communicating with each other.

A secondaspect of anonymous communication is the attackers against which
these properties are achieved. The attacker might be an eavesdropper that can
obsene someor all messagesern and received, collaborations consisting of some
senders,receivers, and other parties, or variations of these[P tzmann and Waidner
1987].

To thesetwo aspects of anonymous communication, we add a third: the degree
of anonymity. As shown in Figure 1, the degreeof anonymity can be viewed as an
informal continuum. For simplicity, below we describe this continuum with respect
to senderanonymity, but it can naturally be extendedto receiver anonymity and
unlinkability as well. On one end of the spectrum is absolute privacy: absolute
senderprivacy againstan attacker meansthat the attacker canin no way distinguish
the situations in which a potential senderactually sert communication and those
in which it did not. That is, sendinga messageesults in no obsenable e ects for
the attacker. On the other end of the spectrum is provably expsel: the identity
of a senderis provably exposedif the attacker cannot only identify the senderof a
messageput can also prove the identit y of the senderto others.

For the purposesof this paper, the following three intermediate points of this
spectrum are of interest, listed from strongestto weakest.

| Beyond suspicion : A sender'sanonymity is beyond suspicion if though the
attacker can seeevidenceof a sert messagethe senderappearsno more lik ely to
be the originator of that messagehan any other potential senderin the system.

| Probable inno cence: A senderis probably innocert if, from the attacker's
point of view, the senderappearsno more likely to be the originator than to not
be the originator. This is weaker than beyond suspicionin that the attacker may
have reasonto expect that the senderis more likely to be responsible than any
other potential sender,but it still appearsat leastaslikely that the senderis not



responsible.

| Possible inno cence: A senderis possibly innocert if, from the attacker's point
of view, there is a nontrivial probability that the real senderis someoneelse.

It is possible to describe these intermediate points for receiver anonymity and
sender/receiver unlinkability, as well. When necessary we de ne these interme-
diate points more precisely

Which degreeof anonymity su ces for a userobviously dependson the userand
her circumstances. Probable innocence sender anonymity should prevert many
typesof attackers from acting on their suspicions(therefore avoiding many abuses,
e.g., cited in [Miller 1997]) due to the high probability that those suspicionsare
incorrect. However, if the userwishesto avoid any suspicionwhatsoever|including
even suspicionsnot su cien tly certain for the attackerto act upon|then sheshould
insist on beyond suspicion senderanonymity.

The default degreeof anonymity on the web for most information and attackers
is expsel, asdescribed in Section1. All recert versionsof Netscape Navigator and
Internet Explorer are con gured to automatically identify the client computer to
web seners, by passinginformation including the IP addressand the host platform
in request headers.

2.2 What Crowds achieves

As described in Section 1, our system consists of a dynamic collection of users,
called a crowd Theseusersinitiate webrequeststo various web seners (and receive
replies from them), and thus the usersare the \senders" and the seners are the
\receivers". We considerthe anonymity properties provided to an individual user
against three distinct typesof attackers:

|A local eavesdropp er is an attacker who can obsene all (and only) communi-
cation to and from the user's computer.

| Collab orating crowd mem bers are other crovd membersthat can pool their
information and even deviate from the prescribed protocol.

[The end server is the web sener to which the web transaction is directed.

The above descriptions are intended to capture the full capabilities of ead at-
tacker. For example, collaborating members and the end sener cannot eavesdrop
on communication between other members. Similarly, a local eavesdropper cannot
eavesdrop on message®ther than those sert or received by the user's computer.
A local eavesdropper is intended to model, e.g., an earesdropper on the local area
network of the user, such asan administrator monitoring web usageat a local re-

wall. Howewer, if the sameLAN also senesthe end sener, then the eavesdropger
is e ectiv ely global, and we provide no protections against it.

The security o ered against ead of these types of attackers is summarized in
Table 1 and justi ed in the remainder of the paper. As indicated by the omissionof
an \unlink abilit y of senderand receiver" column from this table, our system senes
primarily to hide the senderor receiver from the attacker. In this table, n denotes
the number of membersin the crowd (for the moment we treat this as static) and
p: > 1=2 denotesthe probabilit y of forwarding, i.e., when a crond member receives
a request, the probability that it forwards the requestto another member, rather



Table 1. Anonymity prop erties provided by Crowds

| Attac ker I Sender anonymit y | Receiver anonymit y |

local eavesdropper exposed P(beyond suspicion) ! 1
n'1i

c collab oratin g members, probable inno cence P (absolute priv acy) 11! 1
ni

n Pr_ (c+ 1) P (absolute privacy) ! 1

pr 1=2 ni1
end server beyond suspicion N/A

than submitting it to the end sener. (pr is explained more fully in Section4.) The
boldface claims in the tableji.e., probable innocence sender anonymity against
collaborating members and beyond suspicion sender anonymity against the end
senerjare guarantees. The probability of beyond suspicion receiver anonymity
againstalocal eavesdropyer, on the other hand, only increasego oneasymptotically
asthe crowd sizeincreasedo in nit y. Put another way, if the local eavesdropger is
su cien tly lucky, then it obsenesewens that exposethe receiver of a web request,
and otherwise the receiwer is beyond suspicion. However, the probability that it
views these everts decreasesas a function of the size of the crowd. Similarly, a
sender's assuranceof absolute privacy against collaborating members also holds
asymptotically with probability one as crowd size grows to in nit y (for a constart
number of collaborators). Thus, if the collaborators are unlucky, users achieve
absolute privacy. We provide a more careful treatment of thesenotions in Section5.

Of course,against an attacker that is comprised of two or more of the attackers
described above, our system yields degreesof senderand receiver anonymity that
are the minimum amongthose provided againstthe attackerspresen. For example,
if a local eavesdropper and the end sener to which the user's requestis destined
collaborate in an attack, then our techniques achieve neither senderanonymity nor
receiver anonymity. Another caveat is that all of the claims of senderand receiwer
anonymity in this section, and their justi cations in the remainder of this paper,
require that neither messagecontents themselesnor a priori knowledge of sender
behavior give cluesto the sender'sor receiwver's identit y.

2.3 What Crowds does not achieve

Crowds makesno e ort to defend against denial-of-serviceattacks by rogue crowd
members. A crowd member could, e.g., accept messagedrom other crowd mem-
bersand refuseto passthem along. In our system, suc denial-of-servicecan result
from malicious behavior, but typically doesnot result if (the processrepresering)
a crond member fails benignly or leaves the crowd. As a result, these attacks
are detectable. More dicult to detect are active attacks where crovd members
substitute wrong information in responseto web requeststhat they receiwe from
other crowd members. Sud attacks are inherent in any systemthat usesinterme-
diaries to forward unprotected information, but fortunately they cannot be utilized
to compromiseanonymity directly.

3. RELATED WORK

There are two basic approaces previously proposedfor achieving anonymous web
transactions. The rst approad is to interposean additional party (a proxy) be-



tweenthe senderand receiwver to hide the sender'sidentit y from the receiver. Exam-
ples of such proxies include the Anonymizer (http://www.anonymize r.com/) and
the Lucent PersonalizedWeb Assistart [Gabber et al. 1997] (http://lpwa.com ).
Crowds provides protection against a wider range of attackers than proxies do.
In particular, proxy-basedsystemsare ertirely vulnerable to a passiwe attacker in
cortrol of the proxy, since the attacker can monitor and record the sendersand
receiwvers of all communication. Our system preserns no single point at which a
passiwe attack can cripple all users' anonymity. In addition, a proxy is typically
a single point of failure; i.e., if the proxy fails, then anonymous browsing cannot
continue. In Crowds, no single failure discortinuesall ongoing web transactions.

A secondapproad to achieving anonymous web transactions is to use a mix
[Chaum 1981]. A mix is actually an enhancedproxy that, in addition to hiding
the senderfrom the receiwer, also takes measuresto provide senderand receiver
unlinkability against a global eavesdropper. It does so by collecting messageof
equal length from senders,cryptographically altering them (typically by decrypt-
ing them with its private key), and forwarding the messageso their recipierts in a
di erent order. Thesetechniquesmakeit di cult for an eavesdropper to determine
which output messagesorrespnd to which input messages.A natural extension
is to interposea segjuene of mixes betweenthe senderand receiver [Chaum 1981].
A sequenceof mixes can tolerate colluding mixes, as any single correctly-behaving
mix sener in the sequencepreverts an eavesdropper from linking the senderand
receiver. Mixes have beenimplemented to support many types of communication,
for example electronic mail (e.g., [Gulcu and Tsudik 1996]), ISDN service [P tz-
mann et al. 1991],and general synchronous communication (including web brows-
ing) [Syversonet al. 1997].

The properties o ered by Crowds is di erent from those o ered by mixes. As
described above, Crowds provide (probable innocence)senderanonymity against
collaborating crowd members. In contrast, in the closestanalogto this attack in
typical mix systemsli.e., a group of collaborating mix seners|mixes do not pro-
vide senderanonymity but do ensuresenderand receiver unlinkability [P tzmann
and Waidner 1987]. Another di erence is that mixes provide senderand receiver
unlinkability against a global eavesdropper. Crowds does not provide anonymity
against global eavesdroppers. Howewer, our intention is for a crowd to span mul-
tiple administrativ e domains, where the existenceof a global eavesdropyer is un-
likely. Another dierence is that mixes typically rely on public key encryption,
the algebraic properties of which have been exploited to break someimplementa-
tions [P tzmann and P tzmann 1990].

Crowds' unique properties admit very e cien t implementations in comparisonto
mixes. With mixes, the length of a messagerouted through a mix network grows
proportionally to the number of mixesthrough which it is routed, and the mix net-
work must pad messageso xed lengths and generatedecqo/ messageso foil tra c
analysis. Moreover, in a typical mix implementation, routing a messagethrough
a sequenceof n mixes incurs a cost of n public key encryptions and n private key
decryptions on the critical path of the messagewhich are comparatively expensive
operations. Thus, sincethe unlinkabilit y provided by mixesis tolerant ofupton 1
mixes colluding, increasingn improvesanonymity but hurts performance. Privacy
in Crowds can similarly be enhancedby increasingthe averagenumber of times a



requestis forwarded among members before being submitted to the end sener, but
this should impact performancelessbecausethere are no public/priv ate key oper-
ations, no in ation of messageransmission lengths (beyond a small, constart-size
header), and no decy messagesneeded.

Another performanceadvantage of Crowds is that sinceead useractively partic-
ipates in the function of the crowd, the throughput of a crowd grows as a function
of the number of users. In fact, we shaw in Section 7 that a crowd can scaleal-
most limitlessly (in theory), in the sensethat the load on ead user's computer is
expected to remain roughly constart as new usersjoin the crowd. With a xed
network of mixes, the load of ead sener increasesproportionally to the number of
users,with a resulting linear decreasein throughput.

4. CROWND OVERVIEW

As discussedpreviously, a crowd can be thought of as a collection of users. A user
is represeted in a crowd by a processon her computer called a jondo (pronounced
\John Doe" and meart to corvey the image of a facelesgarticipant). The user(or
a local administrator) starts the jondo on the user's computer. When the jondo is
started, it cortacts a sener called the blenderto requestadmittance to the crowd.
If admitted, the blender reports to this jondo the current membership of the crowd
and information that enablesthis jondo to participate in the crowd. We defer
further discussionof the blender and crowd membership maintenanceto Section 8.
The user selectsthis jondo as her web proxy by specifying its host hame and
port number in her web browser as the proxy for all services. Thus, any request
coming from the browseris sert directly to the jondo.> Upon receivingthe rst user
requestfrom the browser, the jondo initiates the establishmen of a random path of
jondos that carries its users' transactions to and from their intended web seners.
More precisely the jondo picks a jondo from the crowd (possibly itself) at random,
and forwards the requestto it. When this jondo receiwes the request, it ips a
biased coin to determine whether or not to forward the requestto another jondo;
the coin indicates to forward with probability p; . If the result is to forward, then
the jondo selectsa random jondo and forwards the requestto it, and otherwise the
jondo submits the requestto the end sener for which the requestwas destined. So,
ead requesttravels from the user's browser, through somenumber of jondos, and
nally to the end sener. A possibleset of sudh paths is shavn in Figure 2. In this
gure, the pathsare1! 5! sener;2! 6! 2! sener;3! 1! 6! sener
41 41 serer;5! 41 6! sener,and6! 3! sener. Subsequeh requests
initiated at the samejondo follow the samepath (except perhapsgoingto adi erent
endsener), and sener repliestraversethe samepath asthe requests,only in reverse.
A pseudaode description of ajondo is preserted in Figure 3. This gure describes
a thread of execution that is executedper received request. This description uses
client-server terminology, where one jondo is a client of its successomn the path.

1The servicesthat must be proxied include Gopher, FTP, HTTP and SSL. Otherwise, e.g., FTP
requests triggered by downloading a web page would not go through the crowd, and would thus
reveal the user's IP addressto the end server. Java and Activ eX should be disabled in the browser
as well, becausea Java applet or Activ eX control embedded in a retriev ed web page could connect
back to its server directly and reveal the user's IP addressto that server.
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Fig. 2. Paths in a crowd (the initiator and web server of each path are labeled the same)

For eadt path, indicated by a path id, the value next[path _id] is the next jondo on
the path. To assignnext jondos for paths, ead jondo maintains a set Jondos of
jondosthat it believesto be active (itself included). When it choosesto direct the
path to another jondo, it selectsthe next jondo uniformly at random from this set
(lines 6, 16, and 26); i.e., \ g S" denotesselectionfrom the set S uniformly at
random. Subsequeh sections shed greater light on the operation of a jondo and
the pseudaode description of Figure 3.

For technical reasonsiit is corveniert for the jondo at ead position in a path to
hold a dierent path identi er for the path. That is, if a jondo receiwes a request
marked with path_id from its predecessoin a path, then it replacespath_id with a
di erent path identi er storedin translate[path_id] beforeforwarding the requestto
its successo(if a jondo). This enablesa jondo that occupiesmultiple positionson a
path to act independerily in ead position: if the path_id remainedthe samealong
the path, then the jondo would behave identically ead time it received a message
on the path, resulting in an in nite loop. Path identi ers should be unique; in our
presernt implementation, new_path_id() (lines 5 and 15) returns a random 128-bit
value.

Omitted from the description in Figure 3 is that fact that all communication
between any two jondos is encrypted using a key known only to the two of them.
Encryption keysare establishedasjondosjoin the crowd, asis discussedn Section8.

5. SECURITYANALYSIS

In this section we considerthe question of what information an attacker can learn
about the sendersand receiwers of web transactions, given the mecanismswe de-
scribedin Section4. The typesof attackerswe considerweredescribed in Section2.
Our analysis beginswith the two attackers for which analysis is more straightfor-



1) client,request receiv e_request()

) if (client = browser)

?3) sanitize(request) /* strip cookies and identifying headers */
4) if (my_path _id = ?) /* if my_path _id is not initialized ... */
(5) my _path _id new _path _id()

(6) next[m y_path _id] r Jondos

()] forw ard _request(m y_path _id)

(8) else /* client is a jondo */

9) path _id remo ve_path _id(request) /* remove \incoming" path id */

(20) if (translate[path _id] = ?) /* \incoming" path id is new */

(12) coin  coin_ip( ps) /* tails with probabilit y ps */

12) if (coin = heads)

(23) translate[path _id] “submit’

14) else

(15) translate[path _id] new_path _id() /* set \outgoing" path id */

(26) next[translate[path  _id]] r Jondos /* select next jondo at random */

a7 if (translate[path _id] = ‘submit’)

(18) submit _request()

(29) else

(20) forw ard _request(translate[path  _id])

(21) subroutine  forw ard _request(out _path _id)

(22) send out _path _idjj request to next[out _path _id]

(23) reply await reply( 1 ) /* wait for reply or recognizable jondo failure */
(24) if (reply = “jondo failed’) /* jondo failed */

(25) Jondos Jondos n f nextlout _path _id]g /* remove the jondo */

(26) next[out _path _id] r Jondos /* assign a new random jondo for this path */
27) forw ard _request(out _path _id) /* try again */

(28) else /* received reply from jondo */

(29) send reply to client

(30) subroutine  submit _request ()

31) send request to destination(request) /* send to destination web server */

32) reply await _reply(timeout) /* wait for reply, timeout, or server failure */
(33) send reply to client /* send reply or error message to client */

Fig. 3. Pseudocode description of a jondo

ward, namely a local eavesdropper and the end sener. This is followed by an
analysis of crowd security versuscollaborating jondos.

5.1 Local eavesdroper

Recall that a local eavesdropper is an attacker that can obsene all (and only)
communication emanating from an individual user's computer. When this user
initiates a request, the fact that she did so is exposedto the local eavesdropyer,
since we make no e ort to hide correlations between inputs to and outputs from
the initiating computer. That is, the local eavesdropper obsenes that a request
output by the user'scomputer did not result from a correspnding input. Thus, we
o er no senderanonymity against a local eavesdropyer.

The medanismswe described do, howe\ver, typically preven alocal eavesdropper
from learning the intended receiwer of a request, becauseevery messagegorwarded
on a path, exceptfor the nal requestto the end sener, is encrypted. Thus, while
the eavesdropper is able to view any messageesmanating from the user's computer,
it only views a messagesubmitted to the end sener (or equivalertly a plaintext
messagecontaining the end sener's address)if the user'sjondo ultimately submits
the user'srequestitself. Sincethe probability that the user'sjondo ultimately sub-
mits the requestis 1=n wheren is the sizeof the crowd when the path wascreated,
the probability that the eavesdropper learns the identity of the receiver decreases
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as a function of crowd size. Moreover, when the user's jondo doesnot ultimately
submit the request, the local eavesdropper seesonly the encrypted addressof the
end sener, which we suggestyields receiver anonymity that is (informally) beyond
suspicion. Thus, P (beyond suspicion)nll! 1 for receiver anonymity.

5.2 End servers

We now considerthe security of our systemagainstan attack by the end sener only.
Becausethe web sener is the receiwer, obviously receiver anonymity is not possible
againstthis attacker. However, the anonymity for the path initiator is quite strong.
In particular, sincethe path initiator rst forwardsto another jondo when creating
its path (see Section 4), the end sener is equally likely to receiwe the initiator's

requestsfrom any crowd member. That is, from the end sener's perspective, all
crowd members are equally likely to have initiated the request, and so the actual
initiator's senderanonymity is beyond suspicion. It is interesting to note that this
result, as opposedto that for collaborating jondos below, does not depend on ps

(the probability of forwarding; seeSection 4). Indeed, increasing expected path
length o ers no additional assuranceof anonymity against an end sener.

5.3 Collalorating jondos

Consider a set of collaborating (corrupted) jondosin the crowd. A single malicious
jondo is simply a special caseof this attacker, and our analysisappliesto this caseas
well. Becauseead jondo can obsene plaintext trac on a path routed through it,
any such trac, including the addressof the end sener, is exposedto this attacker.
The question we consider here is if the attacker can determine who initiated the
path.

To be precise,considerany path that is initiated by a non-collaborating member
and on which a collaborator occupiesa position. The goal of the collaborators is
to determine the member that initiated the path. Assuming that the contents of
the communication do not suggestan initiator, the collaborators have no reason
to suspect any member other than the one from which they immediately received
it, i.e., the member immediately precedingthe rst collaborator on the path. All
other noncollaborating members are eat equally likely to be the initiator, but
are also obviously lesslikely to be the initiator than the collaborators' immediate
predecessor. We now analyze how con dent the collaborators can be that their
immediate predecessoiis in fact the path initiator.

Let Hx, k 1, denotethe event that the rst collaborator on the path occupies
the kth position on the path, where the initiator itself occupiesthe Oth position
(and possibly others), and dene Hy.+ = Hy _ Hy+1 _ Hygs2 _ ::: Let | denotethe
ewvert that the rst collaborator on the path is immediately precededon the path
by the path initiator. Note that H; ) |, but the corverseis not true, becausethe
initiating jondo might appear on the path multiple times. Giventhis notation, the
collaborators now hope to determine P (1 jH 1+ ), i.e., giventhat a collaborator is on
the path, what is the probability that the path initiator is the rst collaborator's
immediate predecessor®Re ning our intuition from Section2, we say that the path
initiator has probable innocenceif this probability is at most 1=2.

Definition ~ 5.1. The path initiator hasprobableinnocence(with respect to sender
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anonymity) if P(IjH1+) 1=2.

In order to yield probable innocencefor the path initiator, certain conditions
must be met in our system. In particular, let pf > 1=2 be the probability of
forwarding in the system (seeSection 4), let c denote the number of collaborators
in the crowd, and let n denote the total humber of crowd members when the path
is formed. The theorem below givesa su cien t condition on p;, ¢, and n to ensure
probable innocencefor the path initiator.

Theorem 5.2. If n ﬁ(c+ 1), then the path initiator has probable inno-
cence against c collaborators.

Pr oof. Wewant to show that P(IjH1+) 1=2if n ﬁ(c+ 1). First note
that
n o ''ec
P(H/) = p(n o ¢
n n
This is due to the fact that in order for the rst collaborator to occupy the ith
position on the path, the path must rst wanderto i 1 noncollaborators (eac time
with probability "-<), ead of which choosesto forward the path with probability
pr, and then to a collaborator (with probability £). The next two facts follow

immediately from this.
I

by 2 & P9 e ME2 0 pen 9
)= g T T 8 T 209 T pni 9
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Other probabilities we needare P(H1) = £, P(IjH1) = 1, and P(IjH2+) = ﬁ
The last of these follows from the obsenation that if the rst collaborator on the
path occupiesonly the secondor higher position, then it is immediately preceded
on the path by any noncollaborating member with equallik elihood. Now, P (1) can
be captured as

c(n nps +cp +pr).

P() = P(H)P(IjH1) + P(H2+ )P (1jH2+) n2 prn(n ©

Then, sincel ) Hi. we get
: P "Hi) P(l) n pr(n ¢ 1)
P(ljH = = =
(HHw) P(H1) P(H1s) n

So,if n P (c+ 1), then P(IjHw) 3. O

As a result of Theorem 5.2, if py = %, then probable innocenceis guaranteed as
longasn 3(c+ 1). More generally Theorem 5.2 implies a tradeo betweenthe
length of paths (i.e., performance)and abilit y to tolerate collaborators. That is, by
making the probabilit y of forwarding high, the fraction of collaborators that canbe
tolerated approadeshalf of the crowd. On the other hand, making the probability
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of forwarding closeto one-half decreaseghe fraction of collaborators that can be
tolerated.

The value of P (H 1+ ) derivedin the proof of Theorem5.2 shonsthat P(H1+) ! O
asn! 1 if c, p; areheld constart. Assumingthat collaborators cannot obsene a
path on which they occupy no positions, it followsthat P (absolute privacy) nll! 1

for senderanonymity and receiver anonymity. The rate of this growth, howewer,
can be slow if pr is large.

5.3.1 Timing attacks. Sofar the analysisof security against collaborating jondos
has not taken timing attacks into accourt. The possibility of timing attacks in
our systemresults from the structure of HTML, the languagein which web pages
are written. An HTML page can include a URL (e.g., the addressof an image)
that, when the pageis retrieved, causesthe user's browser to automatically issue
another request? It is the immediate nature of theserequeststhat posesthe great-
est opportunity for timing attacks by collaborating jondos. Speci cally, the rst
collaborating jondo on a path, upon returning a web pageon that path containing
a URL that will be automatically retrieved, can time the duration until it receives
the requestfor that URL. If the duration is su cien tly short, then this could reveal
that the collaborator's immediate predecessoiis the initiator of the request.

In our presen implementation, we eliminate suc timing attacks asfollows. When
ajondo receivesan HTML reply to a requestthat it either received directly from a
user's browser or submitted directly to an end senerli.e., the jondo is either the
user's(i.e., the path initiator) or the last jondo on the path|it parsesthe HTML
pageto identify all URLs that the user's browser will automatically requestas a
result of receiving this reply. The last jondo on the path requeststhese URLs and
sendsthem back along the samepath on which the original requestwas received.
The user'sjondo, upon receiving requestsfor these URLs from the user's browser,
doesnot forward theserequestson the path, but rather simply waits for the URLS'
contents to arrive on the path and then feedsthem to the browser. In this way,
other jondos on the path never seethe requeststhat are generatedby the browser,
and thus cannot glean timing information from them. Note that misbehavior by
the last jondo on the path (or any intermediate jondo) canresult only in a denial of
service,and not in a successfutiming attack. In particular, if an attacking jondo
inserts an embedded URL into the returning page,the user'sjondo will identify it
and expect the URL contents to arrive, but will not forward the request for the
URL that the user's browser initiates.

This medanism preverts jondos other than the user's from observing requests
automatically generateddue to the retrieval of a page. Therefore, all requestsob-
senable by attacking jondos are generatedby explicit useraction. It is conceiable
that a user'sresponseto a page (e.g., clicking on a contained URL), if su cien tly
rapid, could reveal to the jondo in the rst position on the path that its predecessor
is the initiator of the path, in a way similar to how an automatic request might.
Howevwer, the user's responsewould needto be extremely fast|t ypically within a

2These URLs are contained in, for example, the src attributes of <embed> <frame>, <iframe> ,
<img>, <input type=image>, and <script> tags, the background attributes of <body>, <table> ,
<tr> and <td> tags, the content attributes of <meta>tags, and others.
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fraction of a secondof viewing the pagel|to risk revealing this information. We
expect that suc responsetimes are uncharacteristic of human browsing, and can
be made even lessso by educating usersof this risk. If, howewer, this presumption
turns out to be incorrect, the user's jondo could insert a random delay per user-
generatedrequest, thereby decreasingthe chancesof revealing this information to
virtually zero.

The primary drawbadk of our presern approad to defendingagainst timing at-
tacks is that it is not easily compatible with someweb technologies. For example,
web pagesthat contain executablescripts, e.g., written in JavaScript, can make it
dicult for ajondo to identify in advancethe URLs that a browser will automat-
ically request as a result of interpreting those pages. One way to addressthis is
for the user'sjondo to delay requestsreceived from the browserimmediately after
feedingthe browsera pagecorntaining JavaScript. A more foolproof defense which
we recommend, is for the user to disable JavaScript in the browser when brows-
ing via Crowds; this can be done easily via a preferencemenu in most browsers.
Another technology that preserns somedi culties is SSL,a protocol by which web
pagescan be encrypted during transport. To enable both the user's jondo and
the last jondo on the path to parse SSL-retrieved pages,the SSL connection to
the web sener must be made by the last jondo on the path. In this case,HTTP
communication is not protected from jondos on the path, but is protected from
other eavesdroppers becauseall communication between jondos is encrypted. At
the time of this writing, howewver, SSL is not supported by Crowds.

5.3.2 Static paths. Early in the designof Crowds, we weretempted to make paths
much more dynamic than they arein the presen system,e.g.,by having a jondo use
adierent path for eat of its users,per time period, or even per userrequest. The
advantages of more dynamic paths include the potential for better performance
via load balancing among the crowd. In this section, howewer, we caution that
dynamic paths tends to decreasethe anonymity properties provided by the system
against collaborating jondos. The reasonis that the probable innocenceo ered by
Theorem 5.2 vanishesif the collaborators are able to link many distinct paths as
beinginitiated by the samejondo. Collaborating jondos might be able to link paths
initiated by the same unknown jondo basedon related path content or timing of
communication on paths. To prevert this, we made paths static, so the attacker
simply doesnot have multiple paths to link to the samejondo.

To seewhy multiple linked paths initiated by the samejondo could compromise
its user's anonymity, note that collaborating jondos have a higher probability of
receiving ead path initiation message(i.e., the rst request on the path) from
the initiator of the path than from any other individual member (seethe proof of
Theorem 5.2). Multiple paths initiated by the sameuser'sjondo therefore pinpoint
that jondo asthe onefrom which the collaborators most often receiwe the initiating

same (unknown) initiator, then the expected number of paths on which the rst

collaborator is directly precededby the path initiator is = k(%21 ¢ Dy By
Cherno bounds,the probability that the rst collaborator is immediately preceded
by the initiator on substartially fewer of thesepaths is small: the rst collaborator
is immediately precededby the path initiator on fewer than (1 ) paths with
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probability only e ’=2 (see[Motwani and Raghavan 1995, Theorem 4.2]). Thus,
the initiator would be identi ed with high probabilit y.

Again, it is for this reasonthat a jondo setsup one path for all its users' com-
munications, and this path is altered only under two circumstances. First, a path
is altered when failures are detectedin the path. More speci cally, paths are only
rerouted when the failure of a jondo is unmistakenly detected, i.e., when the jondo
executesa fail-stop failure [Sdlichting and Schneider 1983]. In our presen im-
plemertation, sud failures are detected by the TCP/IP connection to the jondo
breaking or being refused;a jondo doesnot reroute a path basedon simply timing
out on the subsequen jondo in the path (seeline 23 of Figure 3). While this in-
creasesour sensitivity to denial-of-serviceattacks (see Section 2.3), it strengthens
our promise of anonymity to the user.

A reasonablequestion, howewer, is whether a malicious jondo on a path can feign
its own failure in hopes that the path will be rerouted through a collaborator,
yielding information that incriminates the path initiator. Fortunately, the answer
is\no." If ajondo in a path fails (or appearsto fail), the path remainsthe sameup
until the predecessomnf that faulty jondo, who reroutes the remainder of the path
randomly (line 26 of Figure 3). Sincethe collaborating jondos cannot distinguish
whether that predecessois the originator or not, the random choicesmade by that
predecessorield no additional information to the collaborators.

The secondcircumstance in which paths are altered is when new jondos join
the crowd. The motivation for rerouting paths is to protect the anonymity of a
joining jondo: if existing paths remained static, then the joiner's new path can
be easily attributed to the new jondo when it is formed. Thus, to protect joiners,
all jondos \forget" all paths after new jondos join, and re-establish paths from
scratch. To avoid exposing path initiators to the attack described previously in
this section, joins are grouped into infrequent scheduled events called join commits
(see Section 8). Once a join commit occurs, existing paths are forgotten, and the
newly joined jondos are enabledto participate in the crowd. Batching many joins
into a singlejoin commit limits the number of times that paths arererouted and thus
the number of paths vulnerable to linkageby collaborators. Moreover, ead user
is alerted when a join commit occurs and is cautioned from cortinuing to browse
content related to what she was browsing prior to the commit, lest collaborators
are attempting to link paths basedon that corntent.

6. PERFORMANCE

In this sectionwe describe the performanceof Crowds 1.0. As discussedn Section3,
performanceis one of the motivating factors behind the designof Crowds and, we
believe, a strength of our approadc relative to mixes [Chaum 1981](though there
are few published performanceresults for mix implementations to which to compare
our results). And, while Crowds performanceis already encouraging, it could be
improved further by re-implemerting it in a compiled languagesud as C. Crowds
1.0 is implemented in Perl 5 (a partially interpreted language), which we chose
for its rapid prototyping capabilities and its portabilit y acrossUnix and Microsoft
platforms.

Results of performancetests on our implementation are shown in Figures 4{5.
In these tests, the source of requestswas a Netscape 3.01 browser con gured to
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path length
1 5 4 page size (kbytes)
Path Page size (kb ytes)
length 0 1 2 3 4 5

1 288 247 264 294 393 386
573 700 900 1157 1369 1384
692 945 1113 1316 1612 1748
814 1004 1191 1421 1623 1774
992 1205 1446 1620 1870 2007

abwnN

Fig. 4. Response latency (msecs) as a function of path length and page size

allow a maximum of 4 simultaneous network connections. The crowd consisted of
four jondos, eat executing on a separate, moderately loaded 150 MHz Sparc 20
running Sun0S4.1.4. The web sener was a fairly busy 133 MHz SGI workstation
running Irix 5.3 and an Apache web sener. All of thesecomputers are located in
AT&T Labs, and thus are in closenetwork proximity to one another.

Figure 4 shows the mean latency in milliseconds of retrieving web pagesof var-
ious sizes(containing no embedded URLS) for various path lengths. Each number
indicates the averageduration beginning whenthe user'sjondo receivesthe request
from the browser and ending when the pagehasbeenwritten back to the browser.
In this gure, the path length is the number of appearances of jondos on the path.
That is, if a jondo appearsk times on a path, then this jondo cortributes k to the
total path length. So, for example, in Figure 2, the paths initiated by jondos 1,
4, and 6 are ead of length two, and the paths initiated by 2, 3, and 5 are eat of
length three.

One obsenation we can make from Figure 4 is that the latency sharply increases
when the path length increasesfrom oneto two. The primary reasonfor the sharp
increaseis that a path length of two is the rst length at which encryption of
page contents takes place. In a path of length one (which would be employed
only if there were one crowvd member), the user's jondo acts as a simple proxy
between the browser and end sener, to strip away identifying information from
HTTP headers. In a path of length two, however, both the requestand reply are



16

passed,and encrypted, between the jondos on the path. To slow the growth of
this latency asthe path getslonger, this encryption is performed using a path key,
which is a key shared among all jondos on a path. A path key is created by the
jondo initiating the path, and ead jondo on a path forwards it to the next jondo
by encrypting the path key with a keyit shareswith the next jondo (seeSection8).
The existenceof a path key enablesrequeststo be encrypted at the jondo initiating

the path, decrypted by the last jondo in the path, and passedby intermediate jondos
without encrypting or decrypting the requests. Similarly, replies are encrypted at
the last jondo in the path, and decrypted only at the jondo where the path was
initiated. The cryptographic operations are performed using an e cien t stream
cipher, allowing someof the encrypting and decrypting streamsfor the reply to be
generatedwhile the jondos are waiting for the reply from the web sener. Howeer,
sinceewventhis cipher is implemented in Perl for portabilit y, it remainsa bottleneck
in our implementation.

Figure 5 showvs the meanlatency in millisecondsof retrieving, via paths of various
dierent lengths, pagescortaining URLs that are automatically retrieved by the
browser (seeSection 5.3.1). In thesetests, eat embeddedURL is the addressof a
1-kilobyte image residert on the samesener asthe pagethat referencedit. Each
number indicates the averageduration beginning whenthe user'sjondo receivesthe
initial requestfrom the browserand endingwhenthe jondo nishes writing the page
and all of the imageson the pageto the browser. It is clear from Figure 5 that the
number of imagesconsiderablyimpacts the latency of responses. Though this is to
be expectedin general,this e ect is particularly pronouncedin our implemertation,
and is due primarily to encryption costs. Moreover, returning imageson the path
hasthe e ect of serializing their retrieval, which further increasesthe latency over
that achieved by modern browsersalone (which usese\eral network connectionsto
retrieve multiple imagesconcurrertly).

Becausepaths (and thus path lengths) are establishedrandomly at run time, the
user cannot chooseher path length to predict the requestlatency she experiences.
Howevwer, the expected path length can be in uenced by modifying the value ps |
i.e., the probability that a jondo forwards to another jondo versus submitting to
the end senerlat all jondos. Specically, if n > 1, the expected length of a path
is

* ")é * #
@ p) (k+2(p) =@ pr) k(pr)*+ 2 (pr)*
k=0 k=0 k=0
2
=@ P 1 pfpf)2+1 Pt
_ P
=T p +2

This suggestghat multiple typesof crowds should exist: those employing a small ps
for better performancebut lessresilienceto collaborating jondos (seeTheorem 5.2),
and those using a large p; to increasesecurity with a costto performance.
Performanceseenin practice may di er from Figures 4 and 5, depending on the
platforms running jondos and the speed of network connectivity between jondos.
In particular, ajondo connectedto the Internet via a slov modem link considerably
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path length
1 25 20 1-kbyte images
Path Number of 1-kbyte images
length 5 10 15 20 25

1 2069 4200 5866 7219 8557
3313 4915 6101 8195 10994
4127 5654 7464 9611 11809
4122 6840 8156 10380 11823
4508 7644 9388 11889 13438

abwnN

Fig. 5. Response latency (msecs) as a function of path length and number of embedded images

impacts latencieson paths that useit. Again, this suggestanultiple typesof crowds,
namely ones cortaining only jondos connected via fast links, and ones allowing
jondos connectedvia slower links.

7. SCALE

The numbers in Section 6 give little insight into how performanceis a ected as
crowd size grows. We do not have su cien t resourcesto measurethe performance
of a crowd involving hundreds of computers, eat simultaneously issuing requests.
Howevwer, in this sectionwe make somesimple analytic argumerts to show that the
performance should scalewell.

The measureof scalethat we evaluate is the expectedtotal number of appearances
that ead jondo makeson all paths at any point in time. For example, if a jondo
occupiestwo positions on one path and one position on another, then it makesa
total of three appearanceson thesepaths. Theorem 7.1 says that the ead jondo's
expected number of appearanceson paths is virtually constart asa function of the
size of the crowd. This suggeststhat crowds should be able to grow quite large.

Theorem 7.1. In a crowd of size n, the expected total number of appearances

that any jondo makeson all pathsis O 7 (1+ 7) -

Pr oof. Let n be the sizeof the crowd. To compute the load on a jondo, say J,
we begin by computing the distribution of the number of appearancesmade by J
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on eat path. Let R;, i > 0, denote the evert that this path reacdhesJ exactly i
times (not courting the rst if J initiated the path). Also, de ne Ry asfollows:
R n 1 X
P(R) = (1 pr)  (p)"
k=0
Intuitiv ely, P (Ro) is the probabilit y that the path, onceit hasreaded J, will never
reach J again. Then, we have

n :(1pf)m

1 R S 1 2
P(Ry) = HP(RO)kZO (pr) n = @ p) n m
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P(R2) = —px P(Rl)kzo (pr) o < @ ) - T pot
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P(R) = —pPRi 1) (pr) < @ P - 1T pot

k=0
From this, the expected number of appearancesthat J makeson a path formed by
another jondo is bounded from above by:
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Therefore, the expected number of appearancesthat J makes on all paths is
bounded from above by:
2n 2 1
= 1+
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8. CROWD MEMBERSHIP

The membership maintenanceproceduresof a crowd are those proceduresthat de-
termine who canjoin the crowd and whenthey canjoin, and that inform membersof
the crowd membership. We discussmecdanismsfor maintaining crowd membership
in Section 8.1, and policies regarding who can join a crowd in Section 8.2.

8.1 Mechanism

There are many sthemesthat could be adoptedto managemembership of the crowd.
Existing group memkership protocols, tolerant either of benign (e.g., [Cristian 1991;
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Ricciardi and Birman 1991; Moser et al. 1991]) or malicious [Reiter 1996b]faults,
can be usedfor maintaining a consistert view of the membership amongall jondos,
and the members could usevoting to determine whether an authenticated prospec-
tive member should be admitted to the crowd. Indeed, a similar approad hasbeen
adoptedin prior work on secureprocessgroups[Reiter et al. 1994]. While providing
robust distributed solutions, these approaceshave the disadvantagesof incurring
signi cant overheadand of providing sematrtics that are arguably too strong for the
application at hand. In particular, a hallmark of theseapproadesis a guaranteed
consistert view of the group membership among the group members, whereasit is
unclear whether sud a strong guarantee is required here.

In our presen implementation we have therefore opted for a simpler, certralized
solution. Membership in a crowd is cortrolled and reported to crovd membersby a
sener called the blender. To make useof the blender (and thus the crowd), the user
must establish an account with the blender, i.e., an accourt name and password
that the blender stores. When the user starts a jondo, the jondo and the blender
usethis sharedpassword to authenticate ead other's communication. As a result
of that communication (and if the blender acceptsthe jondo into the crowd; see
Section 8.2), the blender adds the new jondo (i.e., its IP address, port number,
and accourt name) to its list of members, and reports this list badk to the jondo.
In addition, the blender generatesand reports bad a list of shared keys, ead of
which can be used to authenticate another member of the crowd. The blender
then sendsead key to the other jondo that is intended to shareit (encrypted
under the account password for that jondo) and informs the other jondo of the new
member. At this point all members are equipped with the data they needfor the
new member to participate in the crowd. Howewer, to protect itself from attacks
described in Section 5.3.2,the new member refrains from doing so until it receives
a join \commit" messagdrom the blender. This is discussedfurther in Section8.2.

Each member maintains its own list of the crowd membership. This list is ini-
tialized to that received from the blender when the jondo joins the crowd, and
is updated when the jondo receiwes notices of new or deleted members from the
blender. The jondo can also remove jondos from its list of crowd members, if it
detectsthat those jondos have failed (seeline 25 of Figure 3). This allows for eat
jondo's list to divergefrom others' if di erent jondos have detecteddi erent failures
in the crowd. This appearsto have little qualitativ e e ect on our security analysis
of Section 5, unlessattackers are able to prevent communications between correct
jondosto the extent that ead removesthe correct jondos from its list of members.

A disadvantage of this approac to membership maintenanceis that the blenderis
atrusted third party for the purposesof key distribution and membershipreporting.
Tedniques exist for distributing trust in sud a third party among many \third
party replicas", in a way that the corruption of somefraction of the replicas can
be tolerated (e.g., [Deswarte et al. 1991; Gong 1993; Reiter 1996a]). In its presen,
non-replicated form, howewer, the blender is best executedon a securecomputer,
e.g., with login accessavailable only at the console. Even though it is a trusted
third party for somefunctions, note that users'HTTP communication is not routed
through the blender, and thus a passi\e attack on the blender doesnot immediately
reveal users' web transactions (unlik e the Anonymizer; seeSection 3). Moreover,
the failure of the blender does not interfere with ongoing web transactions (again
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unlike the Anonymizer). We anticipate that in future versionsof Crowds, jondos
will establish shared keys using Di e-Hellman key exchange [Die and Hellman
1976], where the blender sernes only to distribute the Die-Hellman public keys
of crowd members. This will eliminate the presen reliance on the blender for key
generation.

8.2 Policy

It is important in light of Section5 that somedegreeof cortrol over crovd mem-
bership be maintained. First, if anyone can add arbitrarily many jondos to a
crowd, then a single attacker could launch enough collaborating jondos so that

n < ﬁ(c+ 1), at which point Theorem 5.2 no longer o ers protection. Sec-

ond, sincejoins causepaths to be re-routed (seeSection 5.3.2), if joins are allowed
to occur frequertly and without cortrols, then paths may be re-routed su cien tly
frequertly to allow collaborating jondos to mount the correlation attack described
in Section5.3.2. In our presen implementation, the blender senesasthe point at
which joins to the crowd are cortrolled.

To addressthe latter concern, the blender batches joins together so they occur
in one scheduled, discreteevent called a join commit. The schedule of join commits
is a con gurable parameter of the blender, but we ervision that one commit per
day should typically suce. The blender informs all crowd members of the join
commit, at which point all newly joined membersare enabledto participate in the
crowd and all old membersresettheir paths, asdescribed in Section5.3.2.

The needto limit the number of collaborators that join the crowd suggeststhat
two di erent typesof crowds will exist. The rst type would consist of a relatively
small (e.g., 10{30) collection of individuals who, basedon personal knowledge of
eat other, agreeto form a crowd together. Each member would be allowed to
include at most onejondo in the crowd. More precisely ead personwould be given
one accourt, and only one jondo per accourt would be allowed. Each member's
personalknowledgeof the other members enablesher to trust that su cien tly few
members collaborate to ensurethat n ﬁ(c+ 1).

The secondtype of crowd would be a much larger \public" crowd, admitting
membersthat might not be known to a substartial fraction of the present member-
ship. The privacy o ered by the crowd against collaborating memberswould rely on
the sizeof the crowd being solargethat an attack aimedat making n < o pflzz(c+ 1)
would require considerablee ort to go undetected. That is, by limiting ead user
to one accourt (e.g., the blender administrator setsup an accourt for a user only
after receiving a written, notarized request from that user) and ead accourt to
one jondo, and by monitoring and limiting the number of jondos on any one net-
work (using IP address),the attacker would be forced to launch jondos using many
di erent identities and on many di erent networks to succeed.

9. USERINTERFACE

In our presernt implementation, there are seweral waysin which a userinteracts with
her jondo, i.e., the jondo that sernesasthe HTTP proxy of her browser.

(1) The usercanissuea crowd query by appending ?crowd? to the end of any URL
that sherequests. This returns a list of all of the active jondos in the crowd,



21

Fig. 6. Crowd query: A crowd query shows the jondos that are available, and indicates which
one is acting as the user's HTTP proxy for the browser.

according to her jondo. The information includes eat jondo's account name,
its IP addressand its port humber. An exampleis shavn in Figure 6.

(2) When a useris browsing via the crowd, the word Crowd: is prependedto the
titte of ead page. Thus, a usercan chedk whether or not sheis using the crowd
by looking at the title of the documerts in the browser. Of course,a web sener
could add this word to the title of any documert to fool the user, and so this
alone should not be relied upon.

(3) Crowds o ers other informational pagesto the uservia the browser, similar to
Figure 6. For example, Crowds alerts the userwhen a join commit occurs.

The savvy Crowds user can also ne-tune her jondo's behavior by way of a
con guration le that de nes the behavior of her jondo. This con guration le
includes, for example, parameter settingsto allow or disallow the passageof cookies
i.e., data that a web sener can download to the user's browser and that the user's
browser will include in subsequeh requeststo that sener. By default, a jondo
strips all cookiesout of requestsit receivesfrom browsersin order to better protect
its users' privacy, but the jondo can be congured to let cookies pass. Other
con gurable parameters of a jondo include, for example, the host and port of the
crowd blender, and the accourt nameand password under which the jondo requests
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admissionto the crowd. In the future, other con guration options may be added
to give the userfurther cortrol over her jondo. For example,a parameter could be
included to de ne athreshold sothat if the number of crowd membersdrops below
this value, then the useris alerted to this fact. Other parameterscould be included
that specify which HTTP headersare allowedto passin requests(presertly ajondo
strips away any that cortain information characterizing the useror her platform) or
what typesof content (e.g., Java, JavaScript) are allowed to passinto the browser.

10. FIREWALLS

Firewalls presen a problem for Crowds. Like all network seners, jondos are iden-
tied by their IP addressand port number. Most corporate rew alls do not allow
incoming connectionson ports other than a few well-known ones. Thus, a re-

wall will generally prevent a jondo outside the rew all from connectingto another
behind the rewall. For this reason, rew alls represemn a barrier to wide-scale
inter-corporation adoption of Crowds.

Since most rew alls are con gured to allow outgoing connectionson any port,
it is still possiblefor a jondo to initiate a path that goesoutside the rew all and
ewvertually to web seners. However, the rew all givesthe rst jondo on the path
outside that domain a way to verify that the initiating computer resideswithin the
domain: it simply tries to open a connection bad to its predecessomon the path,
and if that fails, then the path must have originated in the predecessor'silomain.
Thus, a crowd member behind a rew all is not o ered the sameanonymity asthose
that are not.

It is conceiable that if Crowds becomeswidespread,and there is demandfor a
special resened port, that rew alls can open this port and allow jondosto commu-
nicate. Until then, Crowds will be most useful acrossacademicinstitutions, as a
serviceprovided by Internet service providers, and within large corporations.

11. CONCLUSION

In this paper we have preseried a novel approac to protecting users'privacy while
retrieving information on the world-wide-web, and a system that implements it.
Our approacd works by grouping web usersinto a geographicallydiversecollection,
called a crowd, which retrievesinformation on its users'behalf by way of a simple
randomized routing protocol. Using degrees of anonymity, we have characterized
the anonymity properties provided by this protocol against seweral classesof at-
tackers. We have also described the Crowds systemthat we have implemented, the
measurest takesto defendagainst various attacks resulting from the way the web
works today, and the performance, scalability, and limitations of our system. The
principles behind our system can be more broadly applied for anonymizing other
forms of communication.

At the time of this writing, we have distributed over 450 copiesof the Crowds
code free-of-harge in responseto userrequests,and we are maintaining the blender
for an active crowd on the Internet. Information about obtaining the Crowds code
can be found at http://www.resea rch.a tt.co m/projects /crow ds.
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