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Abstract. An anonymous credential system allows the user to convince
a verifier of the possession of a certificate issued by the issuing authority
anonymously. One of the applications is the privacy-enhancing electronic
ID (eID). A previously proposed anonymous credential system achieves
constant complexity in the number of finite-set attributes of the user.
However, the system is based on the RSA. In this paper, we show how to
achieve the constant complexity in a pairing-based anonymous credential
system excluding the RSA. The key idea of the construction is the use of
a pairing-based accumulator. The accumulator outputs a constant-size
value from a large set of input values. Using zero-knowledge proofs of
pairing-based certificates and accumulators, we can prove AND and OR
relations with constant complexity in the number of finite-set attributes.

1 Introduction

Electronic identification has been widely applied to access authorization to build-
ings, use of facilities, Web services, etc. Currently, electronic identity (eID) such
as elD card is often used. The eID is issued by a trusted organization such as
the government, company, or university, and is used for services provided by the
organization. Trusted ID is very attractive for secondary use in commercial ser-
vices. The elID includes attributes of the user such as the name, the address, the
gender, the occupation, and the date of birth. In commercial cases, the attribute-
based authentication can be desired. For example, a service provider can refuse
the access from kids, by checking the age in the elD.

One of serious issues in the existing elD systems is user’s privacy. In the
systems, the eID may reveal the user’s identity. The service provider can collect
the use history of each user. Anonymous credential systems [13], [12], [10] are
one of the solutions.

Anonymous credential systems allow an issuer to issue a certificate to a user.
Each certificate is a proof of membership, qualification, or privilege, and contains
user’s attributes. The user can anonymously convince a verifier for the possession
of the certificate, where the selected attributes can be disclosed without revealing
any other information about the user’s privacy. The user can prove complex
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relations of the attributes using AND and OR relations. AND relation is used
when proving the possession of all of the multiple attributes. For example, the
user can prove that he is a student, and has a valid student card, when entering
the faculty building. OR relation represents the proof for possession of one of
multiple attributes. For example, he can prove that he is either a staff or a
teacher when using a copy machine in a laboratory. An implementation of eID
on a standard java card is shown in [5].

In [13], Camenisch and Lysyanskaya firstly proposed an anonymous credential
system based on RSA. Unfortunately, it suffers from a linear complexity in the
number of user’s attributes in proving AND and OR relations. Hence, this system
is not suitable for small devices such as smart cards. In [10], Camenisch and
Grof} extended the scheme to solve the drawback. They classify attribute types
into two categories: string attributes and finite-set attributes. The former can
be represented as a string, such as name and ID number. The latter can be
represented as an element from relatively small finite-set, such as gender and
profession. There are much fewer string type of attributes, and thus the costs on
finite-set attribute types impacts the total efficiency. In Camenisch-Grof3 system,
by encoding a large number of finite-set attributes into prime numbers, one value
for the finite-set attributes can be embedded into the certificate. Then, the AND
and OR relations are proved with the constant complexity in the number of
finite-set attributes using zero-knowledge proofs of integer relations on prime
numbers.

In this paper, for a pairing-based anonymous credential system using BBS+
signatures [7], we show how to prove AND and OR relations with constant
complexity. The key idea of the construction is the use of a pairing-based accu-
mulator [12]. The accumulator outputs a constant-size value from a large set of
input values. We consider that the input values are assigned to attributes. Then,
we utilize an extended BBS+ signatures to certify a set of attributes as the ac-
cumulator. Using zero-knowledge proofs of BBS+ signatures and accumulators,
we can prove AND and OR relations with constant complexity in the number of
finite-set attributes. The drawback is that the size of public key is depending on
the number of attribute values. It varies from 200 KBytes to 2 MBytes for the
number of attribute values 1,000 to 10, 000. In the current mobile environments,
the data size is sufficiently practical, since the public key is not changed after it
is distributed.

Remark 1. In the RSA-based anonymous credential system with efficient com-
plexity [10], NOT relation is also equipped. Namely, the prover can prove that a
specified attribute is not in his certificate. On the other hand, our system does
not have the protocol to directly prove NOT relation. However, OR relation
substitutes NOT relation. In an attribute type, we consider the set of attribute
values except for the attribute value targeted by NOT relation. Then, proving
that an attribute value in the set is in his certificate means that the target at-
tribute value is not in the certificate. For example, for proving that the user is
not student, we can prove that she has some of other profession attribute values.



2 Preliminaries

2.1 Bilinear Groups
Our scheme utilizes the following bilinear groups:

1. G and 7 are multiplicative cyclic groups of prime order p,

2. g is a randomly chosen generator of G,

3. e is an efficiently computable bilinear map: G x G — 7T, i.e., (1) for all
u,u’ 0,0 € G, e(un/,v) = e(u,v)e(vw,v) and e(u,vv') = e(u,v)e(u,v’), and
thus for all u,v € G and a,b € Z, e(u®,v®) = e(u,v)?%, and (2) e(g,g) # 1.

2.2 Assumptions

The security of our scheme is based on the ¢-SDH assumption [7, 8], the ¢-HSDH
(Hidden SDH) assumption [9], and ¢-TDH (Triple DH) assumption [4] for the
underlying signatures, and n-DHE assumption [12] for the accumulator, where
q,n are non-negative integer.

Definition 1 (¢-SDH assumption). For all PPT algorithm A , the probability
PrlA(u,u®, ..., u®") = (b,u/ @) A b€ 7))
is negligible, where u €r G and a €Eg Z,.

Definition 2 (¢-HSDH assumption). For all PPT algorithm A , the proba-
bility
Pr[A(u, v, u?, (ul/(‘““bl)7 ubt, o), (ul/(“+bq), ule,vbe)) = (ul/(‘”'b)7 ub, vb)
AYi € [1,q] : u® # u]
is negligible, where u,v €r G, a €r Zp, and b,b; € Z,.

Definition 3 (¢-TDH assumption). For all PPT algorithm A , the probabil-
ity

PF[A(U, ’LL(L,’U/b7 (Chul/(a—i-c]))7 e (cq7u1/(a+cq))) _ (’U,Ta, uy-b,urub)

AVi € [l,q] :c#c; A1 #£0)
is negligible, where u €r G, a,b €r Zp, and c;,c € Z,.

Definition 4 (n-DHE assumption). For all PPT algorithm A , the probabil-
ity

is negligible, where w €p G and a Er Zp.



2.3 Extended Accumulator with Efficient Updates

In [12], the accumulator with efficient updates is proposed. the accumulator is
generated from a set of values, and we can verify that a single value is accu-
mulated. Thus, for k values, we have to verify that each value is accumulated
multiple times. This means that the complexity depends on the number of proved
values, k. Here, we extend the accumulator to verify that k values are accumu-
lated with the constant complexity.

Here, we consider that some values in {1,...,n} with size n are accumulated.
Let V be a set of accumulated values that is a subset of {1,...,n}. Let U =
{i1,...,ix} be a subset of V with size k. The accumulator allows us to confirm
that all elements of U belong to V, i.e., U C V, all at once.

AccSetup: This is the algorithm to output the public parameters. Select bilin-
ear groups G,7 with a prime order p and a bilinear map e. Self—_{ct g€rg.

Select v €r Z, and compute and publish p,G,7,e,9,91 = g7 ,...,9n =
9" Gnio = " g =g " and z = e(g,g)’yn+1 as the public parame-
ters.

AccUpdate: This is the algorithm to compute the accumulator using the public
parameters. The accumulator accy of V' is computed as accy = Hiev Jn+1—i-

AccWitUpdate: This is the algorithm to compute the witness that values
are included in an accumulator, using the public parameters. Given V and
the accumulator accy, the witness of values i1,...,4; in U is computed as
W =TTiex TEZY gnr1-jr

AccVerify: This is the algorithm to verify that values in U are included in an
accumulator, using the witness and the public parameters. Given accy, U,
and W, accept if

e([ Licw 93, acev) ok
e(g, W)

Theorem 1. Under the n-DHE assumption, any adversary cannot output (U, V,
W) where U C{1,...,n},V C{1,...,n} on input p,G,T,€,9,91,- - Gn, Gn+2,
ey 92n and z s.t. AccVerify accepts U,accy, W and U\ V # 0.

Proof. Assume an adversary which outputs (U, V,W) s.t. AccVerify accepts
Ujaccy, W and U\ V # 0. Let Uy = U\V and U, =UNV.U\V #0 (ie,
Since AccVerify accepts these,

e(HieU gi’accv) ok k
e(g,W) =z = e(gagn-‘rl) )

n+1
where g,+1 =¢7 . From accy = Hievgnﬂ,i,

e(HzeU 97, HieV In+1-i)

_ k
e(g7W) - e(g,gn+1) )




6(97 H H gn+1—i+5) = e(g7 Wgn+1k).

iU ieV
Thus, we have
k
H H In+1—iti = Woni1",
€U ieV
. =W k
In+1—i+a In+1—iti = In+1">
el ieV 1€lUz i€V
U k
(IT TT 9nsr-iv0) - 9nid ™ IT TI ont1-ise = Wona®,
iU, ieV €U i€V, it
k—|U:
I ILonsiisa- I II gntr-ive = Wonia® 120
ieU, i€V €U i€ Vit
We obtain
-1 1/(k—|U:
gnir =W I [T onsr—ivi- [T TI gner—ica)/1020,
i€l ieV €U i€V, it

where k — |Us| # 0 due to |Us| # k.

For any 7 € Uy and any @ € V', gnt1—it7 # Gn+1, due to Uy NV = ¢. Also,
for any 7 € Us and any i € V satisfying ¢ # 7, gn+1—i+7 7 gn+1. Therefore,
we can compute gn,+1 given gi,...,gn, gn+2, - - -, gon, which contradicts n-DHE
assumption. a

2.4 Modified BBS+ Signatures

We utilize an extension from BB signature scheme [6], called BBS+ signatures.
The extension is informally introduced in [7] and the concrete construction is
shown in [15,1]. This scheme allows us to sign a set of messages. Our system
requires that the accumulator is signed. In the BBS+ signature, the messages to
be signed are set in exponents (elements of Z,), whereas the accumulator is the
product of g;’s from G. Thus, we modify the BBS+ signature to be able to sign
on g;’s, as follows.

mBBS+Setup: Select bilinear groups G, 7 with a prime order p and a bilinear
map e. Select g,go,h1,..., hp €r G. Select v €r Z, and compute g =

1 n n+2 2n
g77..-’gn:g7’gn+2:g’}/ 7.“,92”:9’)’
mBBS+KeyGen: Select X € Z, and compute Y = h¥. The secret key is X
and the public key is (p, G, 7,€,9,90,915- - - s Gns Gnt2y« -+ s 92n, P15« - A, Y).
mBBS+Sign: Given messages mq,..., My, Myi2,...,may € {0,1}, My, ...,
My, € Zp, select w,r €g Z, and compute

j#n+1 o
A=CII o II » g9/

1<j<2n 1<5<L

The signature is (4, w,r).



mBBS+Verify: Given messages mi,..., My, Mpt2,...,Mon, My, ..., M and
the signature (A, w,r), check

J#n+1 "
e(A,vg)y=e( [I o 11 h; 999
1$5%n  1555L

The modified BBS+ signature is unforgeable against adaptively chosen mes-
sage attack under the ¢-SDH assumption. It is shown in a similar way to [2], as
follows.

BB signatures. Since the security is proved using the security of the underlying
BB signatures [6], we briefly show the scheme.

BBSetup: Select bilinear groups G,7 with a prime order p and a bilinear map
e. Select g € G.

BBKeyGen: Select X € Z, and compute Y = g¥. The secret key is X and
the public key is (p,G,7T,e,9,Y).

BBSign: Given message m € Z,, compute B = g"/(X+m) The signature is B.

BBVerify: Given message m and the signature B, check e(B,Y¢™) = e(g, g).

BB signatures are existentially unforgeable against weak chosen message attack
under the ¢-SDH assumption [6]. In this attack, the adversary must choose mes-
sages queried for the signing oracle, before the public key is given.

Theorem 2. mBBS+ signature is unforgeable against adaptively chosen mes-
sage attack under the q-SDH assumption.

Proof. This proof is derived from [2].

Assume that A breaks the unforgeability of mBBS+ signatures, and we con-
struct the following simulator B breaking BB signatures that are secure under
the ¢-SDH assumption.

B chooses random messages w1, ..., wq—1 for BB signatures, and is given the
corresponding BB signatures B; = ¢/ (X% with the public key (p,G,T,e,g,Y).

1

Then, B selects w*,k*,a* €r Z,, and compute gy = (Ygu ) g—hl/e

g (X FwIk =1)/a” " Also, B selects 7, p1, - - -, i, €r Zp, and compute g; = g ,

v Gn :ggn,gnﬁ :ggn+2,...,g2n =g “and by =gy, ....hr = gh*. B sets
the public key of mBBS+ signatures (p,G,7,€,9,90,G1,- -5 Gns Int2, - -« » §2n,
hi,...,hp,Y), and runs A. Out of ¢ signing queries from A, B randomly se-
lects a query, which called * query. For messages (m1,i,...,Mni; Mpt2,is - - -
Man.is M1, ..., Mp;) of the i-th query, define

j#n+1
ti= > mpnt+ > M.
1<5<2n 1<j<L



To the queries except *, B responds using the BB signature (B;, w;) as follows.
B selects r; €g Zp,, and compute a; = r; + ¢; and the following A;.
i

1741%) —(w;—w*)a;k* ta; k¥ (X 4w;)

B;
= Bi( g (X+wy)a*
B;

a; —w; tw*+X+w;
)(gﬁk*) X T, :
—a;ta; k*(X+w*)

— Big o (X Fwy;)

::ligéx+w)'—(gg ok
B returns (A4;,w;, ;).
To the % query, B sets 7* = a* — t;, computes A* = g&" = (ggg )/ (X+v")
and returns (A*, w*,r*).

Finally, A outputs the forged signature (A’,w’,r’) on message (mj,...,m},
My, oy oMby, M{,..., M} ). There are three cases. Define
i#nt1
a=r+ Z miy’ + Z M.
1<j<2n 1<j<L

— Case I [w ¢ {ws,..., wq,w*}]: B computes the following B’.

A/

*
)a o’ —k*a (w —w*)

(X+w*)k*a'—a’ 1 *

= (
(( oF )X+w’g%k**a,>a*—a/—kga’(w’—w*)
= (
= (

a*+(X+w)k*a —a’ —k*a’ (X+w') a*
g a* (X+w’) )a*—a’fk*a’(w’—w*)

a*—a' —k*a (w' —w*) *

a
g a* (Xt+w’) )a o’ —k*a (w —w*) — gx+w/

This means that a BB signature for a new message w’ is forged, which
contradicts ¢g-SDH assumption.

— Case I [(w' = w; and A" = A; for some i) or (w' = w* and A" = A*)]:
Consider w' = w; and A’ = A; (The other case is similar). From A’X+v" =
A KT gge" = gg% holds and we obtain o’ = a;. Thus, letting Ar = 7/ — 7,
Amj =ml —m;;, and AM; = M} — M;;,

J#nt1 _
Ar + Z Amjvy? + Z AM;p; =0.
1<j<2n 1<j<L

Some Am; is not 0 or some AM; is not 0. If AM; # 0, the above equation
means that we can compute p; in case that u; = log, h; is unknown. This

contradict the DL assumption and then the ¢-SDH assumption.
. n n+2
If Am;j # 0, we can compute 7/ mod p and thus v, given go, g7,---,99 ,95 -
2n n
.»gg - This means that, given g, g7, ... ,g7", we can compute (¢, g/(+9)

for any ¢ € Z,, which contradicts the ¢-SDH assumption, where ¢ = 2n.



— Case ITI [w’ € {ws,...,wq,w*} and A" ¢ {A;,..., A,, A*}]: With the prob-
ability 1/¢, w’ = w*. Then, from

A = (ggéz/)l/(Xer*) — g(a*+a'(X+w*)k*7a')/(a*(X+w*)),

compute the following B’.
B = (Alg~e) e

a*

a*—a’

This means that a BB signature for a new message w* is forged, which
contradicts ¢-SDH assumption. a

The security proof assumes that valid g;’s are signed, instead of any element
from G. Thus, for proving the knowledge of this signature, we have to ensure the
correctness of g;’s by other technique, the following F-secure BB signatures.

2.5 F-secure BB Signatures

We also adopt another variant of BB signature scheme, called F-secure signa-
ture [4].

FBBSetup: Select bilinear groups G,7 with a prime order p and a bilinear
map e. Select g,g €r G. } R

FBBKeyGen: Select X, X ep Z, and compute Y = g%, Y = ¢X. The secret
key is (X, X) and the public key is (p,G, T, e, g, g, f/,f’)

FBBSign: Given message M € Z,, select p €r Z, — {X;(M

S = gl/(X'*‘M‘”g”)7 T =Y*#, U = g~ The signature is (S, T, U). R
FBBVerify: Given the signature (S, T, U) on message M, check e(S, YgMT) =
e(g,9) and e(g,T) = e(U,Y).

} and compute

Define bijection F as F(M) = (g™, 3™) for message M. The F-security means
that no adversary cannot output (F(M),o) where o is the signature on mes-
sage M s.t. he has never previously obtained the signature after his adaptive
chosen message attacks. The security is proved under the ¢-HSDH and ¢-TDH
assumptions [4].

2.6 Proving Relations on Representations

We adopt zero-knowledge proofs of knowledge (PK's) on representations, which
are the generalization of the Schnorr identification protocol [11]. Concretely we
utilize a PK proving the knowledge of a representation of C' € G to the bases
91,92, ---,9t € G, 1e, x1,..., 2 8.5. C = g7 - g7*. This can be also constructed
on group 7. The PK can be extended to proving multiple representations with
equal parts.

Since we use only prime-order groups, we can extract the proved secret knowl-
edge given two accepting protocol views whose commitments are the same and
whose challenges are different.



3 Proposed System

3.1 Construction Idea

As in [10], we categorize finite-set attributes and string attributes. In the finite-
set attributes, the values are binary or from a pre-defined finite set, for example,
gender, degree, nationality, etc. On the other hand, name and identification
number are the string attributes.

Our proposal is based on the pairing-based anonymous credential system
using the BBS+ signatures, which is described in [12] for example. In the under-
lying system, the certificate is a BBS+ signature [7], where each attribute type
is expressed as an exponent on a base assigned to the attribute type, such as
g;wj, and all parts of gjwj have to be signed. Namely, the certificate is (A, w,r)
s.t.

A= II w"hesatgeg)t ),
1<<L!

where x is a secret identity that only the user with the certificate knows. Then,
proving the knowledge of the signature needs the cost depending on the number
of attribute types.

To express the finite-set attributes (For the string type, we still use the
exponent), we use a pairing-based accumulator in [12]. Let all attribute values
in all finite-set attribute types be numbered. The j-th attribute value is assigned
to an input value g;’s in the accumulator. The multiple inputs (i.e., attribute
values) are accumulated into a single value. When V is the set of indexes of the
attribute values for a user, they are accumulated to accy = [] jev In+1—j- We
consider that the accumulated value is signed by an extended BBS+ signature,

A = (acey - H hyth+1rggg)1/(X+w),
1<j<L

where the original representation h;-wj is still used for the string type.

However, in the PK of the extended BBS+ signature, accy is committed
for secrecy. That is, the validity of the committed value (i.e., it is the form of
accy) is unknown to the verifier. The PK for representations only proves the
form of A= (R-[],<;<1 h;wj hri1%ghg)/ X+ for some R € G. However, the
security proof of the modified BBS+ signatures assumes that the message is the
product of g;’s, i.e., H{ﬁ?:;n g;-n'j. For example, we can show the following forge
by manipulating the value of accy :

J#n+1 u
accy = [ ¢ CI[ h; )hpty-9079 'Yg", A=g.
1<j<2n 1<5<L

It is unknown whether this forge is meaningful or not. However, we cannot prove
the security of our protocols, if the validity of accy is unknown and the modified
BBS+ signature is forgeable. Thus, we add another signature on accy by signing
the exponent 3, A" T1=3, This approach is also used in [12] to ensure the g; in



the membership certificate. They use a weakly secure BB signature [6], based on
interactive HSDH assumption [3] or HSDHE assumption [12]. We consider that
it is a rather strong assumption. This is why we use the F-secure BB signature [4]
derived from fully secure BB signature, based on the better assumptions (HSDH
assumption and TDH assumption).

AND relation. For AND relation (a; A --- A ag), it is needed to prove that a
specified set of attributes (ay, ..., ax) are all embedded into the user’s certificate.
Using AccVerify in the extended accumulator, we can prove that multiple values
are accumulated to the accumulator in the certificate with constant complexity.
By the similar way to [12], we can obtain the PK of AccVerify with constant
complexity.

OR relation. For OR relation (a1 V- --V ag), it is needed to prove that one (de-
noted as @) of a specified set of attributes (a1, ...,ax) is embedded into the user’s
certificate. Similarly to AND relation, using AccVerify, a signer can prove that
a value a is accumulated to the accumulator in the certificate. Furthermore, the
verifier prepares another accumulator acc’ from specified attributes aq, ..., ax.
Then, the signer proves that the same value a is accumulated to the additional
accumulator acc’.

3.2 Proposed Construction

Setup. The inputs of this algorithm are ¢, n, and L, where ¢ is the security
parameter, n is the maximum number of finite-set attribute values, and L is the
maximum number of string attribute types. The outputs are issuer’s public key
ipk and issuer’s secret key isk.

1. Select bilinear groups G, 7 with the same order p with length £ and the
bilinear map e.
2. Select ¢,90,9,G,h1,...,hp+1 €r G. Select X,X,X,X’,X’,”y €r Z,, com-

pute Y = gX,Y/ = gX, Yy = g%, Y = gX' and Y/ = gX'. Compute
1 n 2n n+1
g1=9" . 9n=9" g2 =9" ,....020 = 9" ,and z = (g,9)7
Select hash function H : {0,1}* — Z,,.
3. For every g; = g”j with 1 < j <mn, select u; €r Z, —{
the F-secure BB signature on g; as follows:

!~
X <~} and compute

S; = gl/()zl""’Yj""l‘jX/)7 Tj = ?“J, Uj =g, Fj=g".

< 92n, h17 ) hL+17Za (S17T1a UlyEl)?; ) (STAtha UnyFn)vxyayvi;/aYl)v
and the issuer secret key isk = (X, X, X, X/, X/, 7).

10



Issuing Certificate. This is an interactive protocol between the issuer Issuer
and user User. The common inputs of this protocol consist of ipk, and (SA,
FA) that are sets of string attribute values and finite-set attribute values of the
user, respectively. Each string attribute value of the j-th attribute type in SA is
represented by an element M; from Z; (If the user does not have any attribute
value in the attribute type, we assign an attribute value implying not applicable).
Each finite-set attribute value is represented by an index in {1,...,n}. Thus, set
SA consists of attribute values and set FA consists of indexes of attribute values
(sets TSA and TFA shown later are similar). The input of Issuer is isk. The
output of User is the certificate cert.

L. [User| Select x,7" €r Z;. Compute A’ = hr1%gy . Send A’ to Issuer. In
addition, prove the validity of A’ using PK for representations, i.e., prove
the knowledge of z,7’ s.t. A’ = hr1%gl .

2. [Issuer| Given the user’s attributes (SA, FA), compute the accumulator
of the finite-set attributes as acc = [[,cpa gns1-a- Select w,r" €p Zy.
Compute the modified BBS+ signature as follows:

M; r’ w M T ! w
A = (ace( H hj NA'gh g)l/(X+ ):(acc( H hj 7 L+1g0+ g)l/(XJr )

1<G<L 1<G<L

_ ntl—a
In addition, select 4 €r Z, — {%} and compute an F-secure

BB signature ensuring acc as follows:

n+l—a

S = g/ EATacea T HK) P YR = gh F o= Glaera?

Return (A, S, T, U, F,w,r") to User.
3. [User| Compute r = v/ + 7"/, verify:

wy M; T r
e(A,Yg") = e(acc( I | hj )hT 41909 9)
1<5<L

Ne(S,Y -ace-T) = e(g,g) A e(3.T) = e(U,¥) Ae(g,ace) < e(F, g).

Output cert = (A, S, T,U, F,z,w,r).

Attribute Proofs. This is an interactive protocol between the user and the
verifier. The common inputs are ipk, and (TSA, TFA) are subsets of string
attributes and finite-set attributes respectively, which are referenced in proofs,
and user’s secret inputs are cert and (SA, FA).

Proving AND Relation. For TFA = {a4,...,ax} with a; € {1,...,n}, the prover
shows his possession of the certificate which includes all of the attributes, i.e.,
ay Naz N\ ... N\ ag.

1. The prover computes the witness that ai,...,a; are included in the accu-
mulator of FA as: W = ngjgk(nzzgi In+1-a+a;)- Set D =[], Ga,-

11



. The prover selects pa, ps, pr, pu, pF, pa, pw €R Z,, and compute commit-
ments Cy = Agl4, Cs = Sg°s, Cp = T§°T, C’U = Ugrv, Cp = Fg§°7,
C, = acc- gP=, and Cyy = WgPw.

. The prover selects p,, p' €r Z,, sets a =wpa, ¢ = pspq and § = pgpr. The
prover computes auxiliary commitments C, = ¢g“¢”» and C,q = g’ gp’.
Then, the prover sets po = pwpa, pc = p'pa, and pe = p'pr.

. The prover sends the commitments (C4,Cs, Cr,Cy,Cr,Cq, Cw, Cy, Cpg)
to the verifier.

. By using the proof of knowledge (PK) for representations, the prover proves

theknOWIngeOfx7waTapAapSapTapU7pF7pa7pWapUHp/7a7Ca§7pOmpCapf7and
Mj for Mj ¢ TSA s.t.

Cow =g"g", 1=Clrg g "e, (1)
e(CaV)eCal I mMg9t=C JI  e.9™)
1<j<L,M;€E€TSA 1<j<L,M;¢TSA
-e(hry1,9)% (go,g)re(ﬁ,Y)’“‘e(A 9)“e(Ca,g)""e(g,9)" ", 2
C’ —g gp I*C"” —p¢ 1fC’PTg*£gfp£, 3
e(Cs, YC,Cr)e(g, ) = (g7YC CT)pS (Cs,9)*7e(g,9)"¢, (4

e(g,Cr)e(Cu, Y) ™! = e(g,9)"e(§,Y) ™"
e(g,Ca)e(Cr.9) ™" e(é, 9)7e(9,9)” ”F,
(D

e(D,Ca)e(g,Cw) "2 % =e(D,§) " e(g,§) """

A~ Y~ o~ o~~~
ot
_ D D D D =

Proving OR Relation. For TFA = {aq,...,ax}, the prover shows his possession
of the certificate which includes one of the attributes, i.e., a1 Vas V...V ag.
Assume that a is the proved attribute.

Before the protocol, the prover and the verifier prepare another accumulator

acc = Ha cTFA 9nt1—a;- This protocol is obtained by modifying that of the
AND relatlon as follows.

a#a

1. Similarly, the prover computes W = [[,Zpa 9n+1—a+a for acc. Furthermore,

the prover computes the new witness W' = HZ;?TFA Gnt1-a;+a for acc'.

. In addition to step 2 in AND relation, the prover selects py, pw, pg, p7, P
Pi €R Zp, and compute the new commitment Cy = gz¢”¢, Cw+ = W'gPw’,

Cg—Sg 5, Cr = TggPT Cg—Ug”U andCF—F~g”F

. In addition to step 3 in AND relation, the prover selects p, p €R Z,,sets 6 =
PgPa, ¢ = pgpg and { = pgps. The prover computes auxiliary commitments
Cp, = g”7§? and Cps = gpég’;. Then, the prover sets ps = ppq, pe = p~’pg,
and pg = [;/pT.

. The prover sends the commitments (Cy4,Cs,Cr,Cy,Cr,Cy,Cq, Cw, Cwr,
C5,C3,Cp,Cp, Cu, Cps,Cp, . O, ) to the verifier.
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5. Similarly to the AND relation, the prover conducts the PK, where the equa-
tion (7) is replaced by

Cp, = 9797, 1=C,, g 57", ®)

e(Cga Ca)e(ga CW)ilzil = e(cga g)ﬁae(g, Oa)pge(ga 9)766(97 g)*PW, (9)
and the following equations are added:

Cpy = 9739”1 =Cprg=*§ "5, 1= Cplg™§7"s, (10
e(Csvy CyCrlelg,9)~" = e(§,Y'CyC7) 5e(Cy, §) 7 e (g,
(§:C7)e(Cy, Y')™H = e(g,§)7e(g, Y') P (

(9.Cg)e(Crr9)~" = €(g,9) €3, 9) ", (13
(Cyyac)e (g,Cw')‘IZ‘1 = e(g,acc’) 7 e(g,g) """ (

aQ
o
Q>
S~—
|
~

|

Sy
—~
—
—

€

e

4 Security

Here, we show the proposed protocols are the PKs for AND and OR relations
on the finite-set attributes. The security on the string attributes can be proved
in the similar way to the underlying protocols.

Theorem 3. The protocol of AND relation is a proof of knowledge of a modified
BBS+ signature (A,w,r) on secret x, the string type of attributes M, ..., My,
and the finite-set type of attributes indicated by accumulator acc, s.t. all at-
tributes in TFA are accumulated to acc.

Proof. From the PK, we have an extractor of knowledge satisfying the equa-
tions. Using the equations (1), we obtain 1 = (g¥gP»)P4g~*g P+, and thus
1 = gwra—agPwra—ra Since the discrete log of § to base g is unknown under the
DL assumption (due to ¢-SDH assumption), this means a = wp4. By substitut-
ing this to equation (2), we have

e(Ca,Y)e(Cal 11 hy)g,9) 7" = ( 11 e(hj, 9)")e(hrs1.9)"

1<j<L,M;€TSA 1<j<L,M;¢TSA
'G(go,g)re(é,y)“ (9 g)w” (CA7 )7“’ (9,9)7"
e(Ca Y )e(d 2 V)e(d P, g")e(Carg®) = e(Cal T )0 9)elhrin®s9)
1<]<L

-e(90,9)e(g~ ", 9)

e(CA —pa ng) —6 _/’a H h hL-i-l gOg g)
1<;<L

Thus, we can extract A = C4g "4 and acc = Cp§~ P s.t.

e(A,Yg") =elace( [ hy")hrs1"gb9.9)-
1<;<L
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Similarly, using equations (3), we have { = pgp, and & = pgpr. By substi-
tuting them to equation (4), we have

e(Cs,YCuCr)e(g,9) ™" = (3, Y CoaCr)P5e(Cs, §)P=TrTe(g, g) P Pe—rs T
e(Cs,YCuCr)e(§775, Y CoCr)e(Cs, g~ 2P )e(g™ s, 57" ~PT) = e(g, )
e(Csg™3,YCog " Crg="") = (g, 9)

Thus, for the extracted acc = C,§ "+, we can extract S = Cgg™"% and T =
Crg=PT s.t. e(S,Y -acc-T) = e(g,g). Similarly, using equations (5), (6), we
obtain U = Crg=?F and F = Crg~ " st. e(g,T) = e(U, Y) and e(g,acc) =
e(F,g). Since F-secure BB signatures w.r.t. the public key Y, Y is issued on
only accumulators, it means acc = [],cpp gn+1-a for FA of a user (otherwise,
the signature is forgeable).

On the other hand, using equation (7), we can similarly extract W = Cy g%
s.t. e(D,acc)e(g, W)™t = 2k for D = [1i<j<k 9a;- From the security of the ex-
tended accumulator, all values aq,...,ar are accumulated into acc. a

Theorem 4. The protocol of OR relation is a proof of knowledge of a modified
BBS+ signature (A, w,r) on secret x, the string type of attributes My, ..., My,
and the finite-set type of attributes indicated by accumulator acc, s.t. one of
attributes in TFA is accumulated to acc.

Proof. From the PK, we have an extractor of knowledge satisfying the equations.
Similarly to AND relation, we can extract a modified BBS+ signature (A4, w,r)
as the certificate including acc = HaeFA In+l—qa-

Similarly to the extraction of F-secure BB signature in the AND relation,
using equations (10) — (13), we can extract the F-secure BB signature (S,T,0)
on R=C,g~"s and Fs.t. e(S,Y'RT) = e(g,9), e(§,T) = e(U, Y’) and e(g, R) =
e(F,g). Since F-secure BB signatures w.r.t. the public key Y’ V' is issued on
only g,’s, it means R € {g1,...,gn} (otherwise, the signature is forgeable), and
we can set R = gg.

Using equations (8), we can obtain § = p,p,. By substituting this into equa-
tion (9), we can extract W = Cw g "W s.t. e(ga,acc)e(g, W)™t = 2 for the
extracted gz. This means that attribute a is accumulated into acc. Using equa-
tion (14), we can extract W/ = Cyg—Pw’ s.t. e(ga,acc)e(g, W)=t = z for g;.
This means that attribute a is also accumulated into acc’, that is, attribute a is
one of attributes aq,...,a. O

5 Efficiency

We compare the efficiency between our system and the conventional pairing-
based system using the BBS+ signatures. Similarly to the conventional RSA-
based systems described in [10], we can construct the conventional PKs for AND
and OR relations, which are described in Appendix A.

We introduce the following parameters.
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lRelation“Conventional system[Our systeml
AND O(L+1) o(L)

OR O(L+L+k) O(L)
Table 1. Asymptotic computational complexity of proof.

lRelation“ Conventional system [ Our system ‘
AND (L+L+5)E(T)+8E(G) (L+15)E(T) + 24E(G)

OR |[(L+L+5)E(T)+ (5k+8)E(G)|(L + 26)E(T) +47E(G)
Table 2. Concrete number of exponentiations in proof generation (E(7): exponentia-
tions on 7, E(G): exponentiations on G).

L: the total number of string attribute types

L: the total number of finite-set attribute types (e.g., gender, profession)
n: the total number of finite-set attribute values (e.g., male, female, student,
teacher)

— k: the number of attributes referenced in a proof.

In the following comparisons, we consider the computational complexity based
on the number of exponentiations and pairings. Namely, we ignore the number
of multiplications, since the cost is much smaller than the others’ costs.

Table 1 shows the comparison of asymptotic computational complexity for
the proof generation and verification. In the both cases of AND and OR relations,
we can see that the complexity in finite-set attributes becomes constant. This is
because our scheme uses the accumulator verification with constant complexity.
The demerit of our system is the length of public key. Our system needs O(n+L)
size, while the conventional system needs O(L+ L), where n is much larger than
L.

Next, compare the concrete computational costs. We suppose that mobile
devices such as smartphones manage the proof generation, and thus we concen-
trate in the computation complexity of the proof generation. Table 2 shows the
comparison of the concrete costs. Using the pre-computation of pairings, we can
omit any pairing computation with adding some slight exponentiations. In this
table, we shows the number of the exponentiations needed for the proof gener-
ation after the omission. Note that the exponentiation cost on 7 is larger than
that on G. The results of this table mean that our system has constant but extra
costs. Using an example of eID as in [10], we demonstrate that our scheme is
effective in spite of the extra costs. Table 3 shows the example of attributes in
elD. Generally, the number of string attribute types, L, is much less than the
number of finite-set attribute types, L. In the conventional system, if a user may
own multiple attribute values from an attribute type, we have to prepare bases
for the possible multiple values, namely L increases by the number of possible
multiple values. For example, a user can have multiple profession attributes such
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as student and technician in a company, and a user may own 5 or more language
ability. As the results, L becomes relatively large. Therefore, from Table2, in the
general case that L amounts to about 30-40 and L < 5, proving AND relation

in our system has more efficiency.

String

Finite-set

Example Values

1) name
2) identity number

3) day of issuance
4) month of issuance
5) year of issuance

6) day of expiration

7) month of expiration
8) year of expiration

) gender

0) day of birth

1) month of birth

12) year of birth

13) marital status
14-16) nationality

17) hometown

18) city living

19) residence status
20) religion

21) blood type

22-27) profession

28-30) academic degree
31-35) major

36-45) language

46-48
49-51
52-54

9
1
1

eye and hair color
minority status

NP ANE NGNS R )

1-31

1-12

2000-2011

1-31

1-12

2000-2011
male,female

1-31

1-12

1930-2005
single,marriage

193 recognized states
200 allocated cities
200 allocated cities
citizen,immigrant,...
Moslem,Christian,...
A,B,0,AB
student,teacher,...
B.S.,M.S,Ph.D.,...
science,economic,...
100 allocated lang.

social benefit status none, unemployed, ...
6 hair colors, 8 eye colors

blind, deaf, ...

Table 3.

Example of string and finite-set attributes.

In case of OR relation, since the efficiency of the conventional system is
influenced by parameter k, our system is more efficient. In [10], an example of
OR relation is shown:

mianority € {blind, deaf,...} V social_bene fit € {unemployed, social benefit}

profession € {student, teacher, civil_servant} V type = kids_card

This example considers that countries grant subsidies for access to cultural insti-
tutions to particular groups such children, students, handicapped persons, etc.
In this case, k = 10 in addition to L > 5 and L = 40, and then our system is
more efficient than the conventional one.
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Finally, we discuss the concrete values of the public key size. We assume that
an element of G is represented by 256 bits to obtain 256-bit ECC security. We
set L+ L =50 and n = 1,000 to n = 10,000. In the conventional system, the
public key size is less than 2KBytes. In our system, it becomes about 200KBytes
to 2MBytes. In the current mobile environments, the data size is sufficiently
practical, since the public key is not changed after it is distributed.

6 Conclusion

In this paper, for a pairing-based anonymous credential system, we have showed
how to prove AND and OR relations on his attributes with constant complexity
in the number of finite-set attributes. The compensation is the increase of the
public key size, although the public key is not changed after it is distributed.

Our future works include the evaluation based on the implementation, and
the application to authentications in the mobile environments.

Acknowledgments

This work was supported by Grant-in-Aid for Scientific Research (21300004)
from Japan Society for the Promotion of Science (JSPS). We would like to thank
the anonymous reviewers.

References

1. M.H. Au, W. Susilo, and Y. Mu, “Constant-size dynamic k-TAA,” Security in
Communication Networks: 5th International Conference, SCN 2006, LNCS 4116,
pp-111-125, Springer—Verlag, 2006.

2. M.H. Au, W. Susilo, and Y. Mu, “Constant-size dynamic k-TAA.” Cryptology
ePrint Archive: Report 2008/136, 2008. This is the extended version of [1].

3. M. Belenkiy, M. Chase, M. Kohlweiss, and A. Lysyanskaya, “Non-interactive
anonymous credentials.” Cryptology ePrint Archive: Report 2007/384, 2007.

4. M. Belenkiy, M. Chase, M. Kohlweiss, and A. Lysyanskaya, “P-signatures and non-
interactive anonymous credentials,” Proc. 5th Theory of Cryptography Conference
(TCC 2008), LNCS 4948, pp.356-374, Springer—Verlag, 2008.

5. P. Bichsel, J. Camenisch, T. Grof}, and V. Shoup, “Anonymous credentials on a
standard java card,” Proc. ACM Conference on Computer and Communications
Security 2009 (ACM-CCS’09), pp.600-610, 2009.

6. D. Boneh and X. Boyen, “Short signatures without random oracles,” Advances in
Cryptology — EUROCRYPT 2004, LNCS 3027, pp.56—73, Springer—Verlag, 2004.

7. D. Boneh, X. Boyen, and H. Shacham, “Short group signatures,” Advances in
Cryptology — CRYPTO 2004, LNCS 3152, pp.41-55, Springer—Verlag, 2004.

8. D. Boneh and H. Shacham, “Group signatures with verifier-local revocation,” Proc.
11th ACM Conference on Computer and Communications Security (ACM-CCS
'04), pp.168-177, 2004.

9. X. Boyen and B. Waters, “Full-domain subgroup hiding and constant-size group
signatures,” Proc. 10th International Conference on Theory and Practice of Public-
Key Cryptography (PKC 2007), LNCS 4450, pp.1-15, Springer—Verlag, 2007.

17



10. J. Camenisch and T. GroB, “Efficient attributes for anonymous credentials,”
Proc. ACM Conference on Computer and Communications Security 2008 (ACM-
CCS’08), pp.345-356, 2008.

11. J. Camenisch, A. Kiayias, and M. Yung, “On the portability of generalized schnorr
proofs,” Advances in Cryptology - EUROCRYPT 2009, LNCS 5479, pp.425-442,
Springer—Verlag, 2009.

12. J. Camenisch, M. Kohlweiss, and C. Soriente, “An accumulator based on bilinear
maps and efficient revocation for anonymous credentials,” Proc. 12th International
Conference on Practice and Theory in Public Key Cryptography (PKC 2009),
LNCS 5443, pp.481-500, Springer—Verlag, 2009.

13. J. Camenisch and A. Lysyanskaya, “Dynamic accumulators and application to effi-
cient revocation of anonymous credentials,” Advances in Cryptology — CRYPTO
2002, LNCS 2442, pp.61-76, Springer—Verlag, 2002.

14. R. Cramer, Damgard, and B. Schoenmakers, “Proofs of partial knowledge and sim-
plified design of witness hiding protocols,” Advances in Cryptology — CRYPTO
94, LNCS 839, pp.174—187, Springer—Verlag, 1994.

15. J. Furukawa and H. Imai, “An efficient group signature scheme from bilinear maps,”
Proc. 10th Australasian Conference on Information Security and Privacy (ACISP
2005), LNCS 3574, pp.455-467, Springer—Verlag, 2005.

A Proving AND and OR Relations in Conventional
System

For the reference, we describe proving AND and OR relations in the conventional
system.

Certificate. Let L’ be the total number of attribute types. Then, the certificate
is as follows.

M; X T w
A= (( H hj ’) L’+1909)1/(X+ ).
1<G<L

Proving AND relation. Let TA be the set of attributes referenced in the proof.
Similarly to the proposed system, compute Cy4, C,,. Then, prove the knowledge
of x,w, 7, pa, pw,, pa and M; for M; ¢ TA s.t.

Cw = gwgpw7 1= Cﬁ)Ag—Oég—pa7
M; — i T
G(CA,Y)B(( H h_j )gag) b= ( H e(hj7g)kjj)e(hl/+lag)

1<j<L’',M;€TA 1<j<L’,M;¢TA
'e(g()u g)re(g’ Y)pAe(g7 g)ae(CA> g)_w'

Proving OR relation. Let TA= {M] ,...,Mj } be the set of attributes ref-
erenced in the proof, where j; means the j;-th attribute types. Let STA be
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the set of j;. Similarly to the proposed system, compute Cy4, C,,, and addition-
ally C; = gMigri for pj €r Z, with j € STA. Then, prove the knowledge of
T, W,T, PA, Puw, O Pa, all M, and p;s for j* € STA s.t.

C’w — gwgpw’ 1= C’Z’)Ag*agfpa7

e(CaV)e(g 9 = JI  etno™)C [  elhj9)™)

1<j<L’ jESTA 1<j<L’,j¢STA

'e(hL’+17 g)we(907 g)’re(g7 Y)PAe(g, g)ae(CAu g)_w7
C; = g™igPi(for j € STA),

Additionally, prove
le/gMj{l = ijl VeV Cjk/gMJ{k = gpjk_

This PK for OR relation on representations is described in [14].
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