
Responsibility of operators

 Provide anonymity: secure your machine, don't look at the 
exit traffic, don't log, resist illegal wiretap requests, educate 
others

 Make sure the system is secure (How? Get docs, get 
source, check signatures, meet the authors)
− Question: how good is it to have a close-knit server 

community?
 Be consistent: tell people your security policy and then stick 

to it.
 Have as open an exit policy as you can (be friends with 

your upstream)
 Abuse questions (wikipedia, google groups, slashdot, etc)



Responsibility of designers

 What operators need to do is a function of the 
design!

 Design your system so people don't need to 
provide
− Complete reliability
− Guaranteed high bandwidth
− Resistance to law enforcement (maybe)
− Signing a legal document (maybe)
− As much robustness to abuse

 Introduces questions of scaling --> questions of 
purpose.


