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Whatis Tor?

Online anonymity 1) open source software,
2) network, 3) protocol

Community of researchers, developers,
users, and relay operators

Funding from US DoD, Electronic Frontier
Foundation, Voice of America, Google,
NLnet, Human Rights Watch, NSF, US
State Dept, SIDA, Knight Foundation, ...
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online anonymity and
privacy
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Threat model:
what can the attacker do?

Alice -

Anonymity network Bob

watch Alice!
watch (or be!) Bob!

Control part of the network!



Anonymity isn't encryption:
Encryption just protects contents.

LT » “Hi, Bob!”
Alice werish>
attacke? '
Bob




Anonymity isn't just wishful thinking...

“You can't prove it was me!”
“Promise you won't look!”
“Promise you won't remember!”
“Promise you won't tell!”

“I didn't write my name on it!”

“Isn't the Internet already anonymous?”



Anonymity serves different
interests for different user groups.

Anonymity

!

Private citizens

“It's privacy!”




Anonymity serves different
interests for different user groups.

“It's privacy!”

Anonymity = |  Businesses

!

Private citizens

“It's network security!”



Anonymity serves different
interests for different user groups.

“It's traffic-analysis
resistance!”

Governments |<——— Anonymity —| Businesses

l “It's network security!”

Private citizens

“It's privacy!”
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Anonymity serves different
interests for different user groups.

Human rights

“It's traffic-analysis activists

resistance!”

Governments

“It's privacy!”

|

<«—— Anonymity —»|  Businesses

!

Private citizens

“It's reachability!”

“It's network security!”
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The simplest designs use a single
relay to hide connections.

Alicel \ﬁﬁ%s\l%\ / Bobl1

Alice2 —FfBobt—yy- Relay «22 3  Bob2

Alice3 M \ Bob3

(example: some commercial proxy providers)
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But a single relay (or eavesdropper!)
is a single point of failure.

Alicel / Bob1
%&N\ Evil

Allcez Relay «rz2 g  Bob2

\

Alice3 Bob3
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... Or a single point of bypass.

Alicel \& P4 Bobl
: ;%s\k | Irrelevant
Alice2 —F obt-y 2 Relay —Z» = PBob2

Alice3 /ﬁ% b Bob3

Timing analysis bridges all connections
through relay = An attractive fat target
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So, add multiple relays so that
no single one can betray Alice.

\ Bob
- /
R3
R2

Alice
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Alice makes a session key with R1
...And then tunnels to R2...and to R3

Bob

\\ / “n
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Number of relays

Relays
Bridges

The Tor Project - https://metrics.torproject.org/
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New or returning Tor clients per day

T
June & June 15 June 22 June 29, 2009
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NMumber of directory requests to directory mirror trusted

k“‘—"'/__hh\—- China

1 1 1
Sep 17 Sep 24 Oct 01
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Attackers can block users from
connecting to the Tor network

1) By blocking the directory authorities

2) By blocking all the relay IP addresses in
the directory, or the addresses of other Tor

services

3) By filtering based on Tor's network
fingerprint

4) By preventing users from finding the

Tor software (usually by blocking website)
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Relay versus Discovery

There are two pieces to all these “proxying”
schemes:

a relay component: building circuits, sending
traffic over them, getting the crypto right

a discovery component: learning what relays are
available
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Blocked
User

Blocked /-
User

Blocked
User

Blocked
User

Blocked

- -
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NMumber of directory requests to directory mirror trusted

k“‘—"'/__hh\—- China
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Chinese Tor users via bridges




Bridge users from China

LMMMW

The Tor Project - https://metrics.torproject.org/
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Directly connecting users from the Islamic Republic of Iran

The Tor Project - https://metrics.torproject.org/




Directly connecting users from Egypt

The Tor Project - https://metrics.torproject.org/




Directly connecting users from Libya

The Tor Project - https://metrics.torproject.org/




Directly connecting users from the Syrian Arab Republic

The Tor Project - https://metrics.torproject.org/




Directly connecting users from the Islamic Republic of Iran

The Tor Project - https://metrics.torproject.org/




Top-3 countries by directly connecting daily Tor users

U.S.A
=== |ran

Germany

2011

The Tor Project - https://metrics.torproject.org/




Directly connecting users from Iran

The Tor Project - https://metrics.torproject.org/




Directly connecting users from Kazakhstan

The Tor Project - https://metrics.torproject.org/




Directly connecting users from Ethiopia

The Tor Project - https://metrics.torproject.org/




What we're up against

Govt firewalls used to be stateless. Now
they're buying fancier hardware.

Burma vs Iran vs China

New filtering techniques spread by
commercial (American) companies :(
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Directly connecting users from the Syrian Arab Republic

The Tor Project - https://metrics.torproject.org/




Directly connecting users from Iran

The Tor Project - https://metrics.torproject.org/




Tor pluggable transports

— [ obfsproxy client | CENSOR |
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Tor's safety comes from diversity

 #1: Diversity of relays. The more relays
we have and the more diverse they are,
the fewer attackers are in a position to do
tratfic confirmation. (Research problem:
measuring diversity over time)

 #2: Diversity of users and reasons to use
it. 50000 users in Iran means almost all of
them are normal citizens.

42



Only a piece of the puzzle

Assume the users aren't attacked by their
hardware and software

No spyware installed, no cameras
watching their screens, etc

Users can fetch a genuine copy of Tor?
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What we spend our time on

Performance and scalability

Maintaining the whole software ecosystem
Blocking-resistance (circumvention)

Basic research on anonymity

Reusability and modularity

Advocacy, education, and trainings around the
world

Metrics, data, and analysis
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Next steps

e Technical solutions won't solve the whole
censorship problem. After all, firewalls are
socially very successful in these countries.

* But a strong technical solution is still a
critical puzzle piece.

* You should run a relay! Non-exit relays
are easy and safe to set up.
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