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Alice makes a session key with R1
...And then tunnels to R2...and to R3
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Estimated ~600,000?
 daily Tor users
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Anonymity serves different 
interests for different user groups.

Anonymity

Private citizens

Governments Businesses

“It's traffic-analysis
resistance!”

“It's network security!”

“It's privacy!”

Human rights
activists

“It's reachability!”
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Orbot (Tor for Android)
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Tails (Tor LiveCD)
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Tor pluggable transports
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Next steps

● Technical solutions won't solve the whole 
censorship problem. After all, firewalls are 
socially very successful in these countries.

● But a strong technical solution is still a 
critical puzzle piece.

● You should run a relay! Non-exit relays 
are easy and safe to set up.
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