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The Tor Project, Inc.

Our mission is to be the global resource for 
technology, advocacy, research and 

education in the ongoing pursuit of freedom 
of speech, privacy rights online, and 

censorship circumvention. 
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When we wrote the SAFER proposal

● Iran ran default-config Smartfilter
● China had blocked public Tor relays; 

vanilla bridges worked great there
● China did stateless regexp on TCP payload
● Tor was blending with SSL, because “who 

would block SSL”
● Before Tunisia, Egypt, Libya, Syria, ...
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Tor Controller Interface

● stem
● pytorctl
● jtorctl
● txtorcon
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Tor network simulators

● Shadow
● ExperimenTor
● Chutney
● Puppetor
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compass.torproject.org
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Orbot
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Tails LiveCD
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Pluggable transports
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Attack #1: Address enumeration

● Break into bridge authority
● Solve challenges from BridgeDB
● Vulnerable: everything that uses a 

standard Bridge line
● Immune: meek, flashproxy
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Attack #2: Active probing

● Vulnerable: obfs2, obfs3, fte, 
flashproxy (pointless?)

● Immune: obfs4, ScrambleSuit
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Attack #3: Broad DPI

● Accepts high collateral damage
● E.g. blocking flows based on packet 

entropy
● Vulnerable: obfs2, obfs3, obfs4, 

ScrambleSuit
● Immune: meek, flashproxy, fte (?), 

StegoTorus
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Attack #4: Protocol DPI

● Attacks to determine the protocol that's 
in use

● Vulnerable: obfs2, flashproxy (?)
● Immune: obfs3, obfs4, ScrambleSuit, 

meek, fte, StegoTorus
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Attack #5: Parrot DPI

● Attacks to distinguish the apparent 
protocol from the underlying one

● Vulnerable: fte, SkypeMorph
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Attack #6: Protocol whitelisting

● Only allow known protocols through. 
Includes Iran's aggressive throttling of 
unknown protocols.

● Vulnerable: obfs2, obfs3, obfs4, 
ScrambleSuit

● Immune: depends on whitelist config
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Attack #7: Cut long connections

● Terminate/throttle non-whitelisted 
protocols after 60s

● Vulnerable: obfs2, obfs3, obfs4, 
ScrambleSuit, fte

● Immune: meek, StegoTorus, 
flashproxy (?)
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Attack #8: Flow fingerprinting

● Determine underlying protocol by e.g. 
timing, data transfer size, etc

● Vulnerable: obfs2, obfs3, meek, fte(?), 
flashproxy

● Mitigated: ScrambleSuit, obfs4
● Immune: StegoTorus (?)
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Tie-in to surveillance

● Flashproxy as a savior vs Global 
surveillance?
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Measurement Lab /
Adversary Lab

● We need a set of benchmarks (“Iran 2011”) 
to test against – real attacks that we want 
to know how a given design fares against

● Background traffic issue
● Assessment needs to describe attributes, 

not conclusions. “China can't block this” 
vs “An adversary who does X would 
choose not to block this”
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Big open questions (1)

● Resisting address enumeration attacks
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Big open questions (2)

● What protocols/services will remain 
open?
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OONI:
Measuring interference in the wild

● Measuring censorship of destinations and 
protocols

● But just as importantly, preemptively 
tracking which protocols work where
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Big open questions (3)

● Who should be the exit relays?
● (For Tor, for uProxy, etc)
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Big open questions (4)

● Realism of parrot attacks?
● FTE should be resistant, but in practice 

is incredibly vulnerable
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Big open questions (5)

● Centralization of bridge operation?
● Or of blending services
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Big open questions (6)

● What do we do when protocol whitelist 
+ tls mitm?

● What other plausible censorship 
scenarios is our toolkit unprepared for?
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