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Abstract. New threats such as compulsion to reveal logs, secret and
private keys as well as to decrypt material are studied in the context
of the security of mix networks. After a comparison of this new threat
model with the traditional one, a new construction is introduced, the
fs-miz, that minimizes the impact that such powers have on the security
of the network, by using forward secure communication channels and
key updating operation inside the mixes. A discussion about the forward
security of these new proposals and some extensions is included.

Keywords: Anonymity, mixes, forward security, traffic analysis

1 Introduction

Research concerning anonymous communications has for a long time concen-
trated on protecting against traditional cryptographic threat models. These in-
clude passive and active attacks against network links, and a subset of compro-
mised mix nodes [6]. Unfortunately these models fail to adequately capture the
subtlety of the attacks that mix networks might be subject to, such as compul-
sion to reveal keys and logs, as well as being forced to decrypt seized material.
The shortcoming of the traditional threat model has led engineers to produce
solutions that are weak under these, quite realistic, threats.

In section 2 we analyze the traditional threat models and argue that they
are still relevant in order to protect mix networks. In section 3 we present some
new threats and attempt to complement the traditional threat model. We then
explore how existing mixing technology copes with the new threats and how
partial solutions can be implemented to protect against them, in section 4 and
5 respectively. We then present a generic solution protecting against the new
attacks and analyze its security and how it could in practice be used (sections
6, 7 and 8).

2 Traditional Threat Models

In the context of anonymous communications the objective of the attacker is to
discover the patterns of traffic of users in the network. A secondary goal of the
attacker might be to disrupt and discredit the anonymous network.



The traditional threat model for mix networks has been based on the general
threat model used in security and cryptology research. In this model attackers
are first classified as passive or active. A passive attacker has the ability to
monitor all network links and record their traffic. David Chaum demonstrated
the security of mix networks against such an attacker [6]. In other studies the
attacker is assumed to be less powerful and is only allowed to monitor some
proportion of links [12]. An active attacker not only has the ability to monitor
links but can also delay, delete, replay and inject new messages into the network.
Such an attacker can perform replay and tagging attacks that some modern
proposals for mix networks address [20, 14].

In most threat models against mix networks it is also assumed that the
attacker controls a subset of the mix nodes. These compromised nodes can either
simply monitor the traffic, therefore revealing the correspondence between their
inputs and outputs to the adversary, or can actively misbehave in order to extract
information out of the network or decrease its reliability. Distribution of trust
by using many mixes is usually used to address the issue of information leakage,
while solutions based on publicly verifiable proofs of correctness [1,8,18,17] or
reputation systems [9,10] have been proposed to address the reliability issues.
Different mix network topologies such as mix-cascades [4] as implemented in
JAP [3], have also been explored to minimize the risk that corrupt nodes break
the security of the network.

3 Beyond the Traditional Threat Models

The threats addressed in the traditional threat model are increasingly relevant
to the proper functioning of mix networks. The small number of active remailer
nodes [19] and the progress in interception technology and legislation, makes it
possible for all mix nodes to have their traffic monitored. Common allegations
of wide-spread interception of international telecommunications reinforce the
importance of that threat [7]. Domestic interception of the content of commu-
nications is, at least in theory, regulated and warrants need to be sought before
it can take place. Obtaining them takes time and effort, and a clear need has
to be demonstrated. Of course this does not apply to monitoring by entities not
belonging to the Law Enforcement community.

Active attacks are slightly more difficult to mount but given the current tech-
nology deployed [13], where only weak authentication is used between remailer
nodes, they are quite possible to perform. There have not been any confirmed
reports of compromised mix nodes, but since it would be very difficult to detect
them the current state of uncertainty remains. In particular recent court cases
in the United States have ruled as legal “hacking” into machines [22] in order
to investigate criminal activities or gather evidence. It is not clear if that could
extend to uncooperative mix nodes.

In addition to the threats above, that are largely speculative, remailer op-
erators have experienced a series of new threats. The most common one is a
subpoena requesting logs of traffic. Such logs do not usually exist in modern



systems, although the “anon@penet.fi” [16] remailer node had to stop operating
after such an incident compromised the anonymity of one of its users.

Recently introduced U.K. legislation also allows Law Enforcement Agencies
to request decryption of material and even private encryption or decryption
keys [11]. This introduces the threat that honest mixes will have to collaborate
by giving out some partial information to trace particular communications. All
currently deployed or theoretical mix architectures are vulnerable to such an
attack, particularly if they are requested to decrypt a message that has gone
past them, or reveal the route of a single use reply block. Even worse the seizure
of their keys would mean that their functioning would be completely transparent
to outsiders. Of course such requests for decryption and keys can only be targeted
and limited since both their cost is substantial and the authorization procedures
are strict and time consuming.

Although interception of all network links is expensive and requires proper
warrants in most jurisdictions, the interception of traffic data necessary to per-
form traffic analysis, does not have the same degree of legal protection. Recent
legislative initiatives at international and national levels [5] make interception,
access to and blanket retention of traffic data possible. Although the information
present in the traffic data is much poorer than in the communication itself, mix
network designers needs to keep in mind the ease of access to such data, and
engineer their protocols so that they can resist opponents what have access to
them.

A major assumption we will make, in trying to protect systems against the
threats described above, is that with the exception of blanket traffic data reten-
tion, they have to be limited in breadth and in time. For example the attacker
can only request the decryption of some material for some period of time. If
the degree and the time of the attacks above was to be unlimited it would be
extremely difficult to engineer a secure anonymizing protocol.

In addition to the assumed limits in time and breadth of the opponent powers
we assume that the opponent does not have any special information in order to
perform traffic selection, and therefore has to use information in the network to
choose the victims of his targeted actions. As we will see, the techniques used
to protect against the above threats rely of the attacker having to intercept
or decrypt exponentially many messages relative to the number they are really
interested in, or the number of remailers used.

4 Existing Networks and Designs

We will review the effect that the attacks above have on a traditional mix system,
that in addition to providing a forward sender-anonymous channel also provides
facilities for single use reply blocks (SURBs) as first described in [6] and used
in [14]. Most of the constructions using zero-knowledge proofs [1,8,18,17] are
concerned with verifying correctness, therefore increasing robustness. They do
not include features such as SURBs and are difficult to modify while retaining



their useful properties, therefore we shall not examine them in detail, although
some of the techniques we present could be adapted and used by such schemes.

The object of our study is to determine how an opponent could use the powers
described by the extended threat model in order to trace a sender-anonymous
communication or to find out the originator of a reply block.

In the absence of any content interception, it is extremely difficult to use
any decryption powers to trace back a sender-anonymous communication. As-
suming that the mix network has a majority of honest nodes and that mixing
has rendered traffic data useless, the recipient of the sender anonymous message
does not have in their possession any bit-string that they could ask any node
of the mix network to decrypt. All the routing information has been stripped
and deleted by the time the message arrives. However an opponent interested in
tracing communications sent by a particular user, only needs to put this specific
user under surveillance and request all intermediate nodes used by messages to
reveal the destinations of the messages.

When some content interception takes place the communication can at best
be traced back, from its final recipient, to the point where the message was
intercepted. Often there seems to be some confusion about the exact process
that an opponent would need to follow in order to trace the communication.
It is not the case that the opponent can start from the last hop and work his
way backwards following the path of the message backwards, by compelling
mixes to decrypt the messages. Such an exercise would require the opponent to
provide mixes with the material to decrypt which by default he does not have.
In order to trace back a communication it is required to work forward starting
at the interception point, by requiring mixes to decrypt the material intercepted
hoping that the communication traced ends up being the one that had to be
traced. This process means that the opponent will need to acquire exponentially
many decryption in the number of hops to potentially trace a message. Good
anonymizing protocols would force this effort to be as large as to require all
messages present in the mix network to be decrypted.

If one can assume that near ubiquitous content surveillance is in place, the
procedure above becomes much more efficient. It is only necessary for the oppo-
nent to require the last hop to decrypt all communications that were intercepted
until the message to be traced is decrypted. Then the procedure is repeated on
the previous hops recursively. Different mixing strategies [21] may make such an
attack slightly harder but it should in general be linear on the number of mixes
used by the communication (although all content has to be intercepted). There
is a trade off between the number of messages that have to be intercepted and
stored versus the number of decryption requests that might be requested when
tracing a message. Dynamic traffic selection could be employed to select traffic
according to the likelihood that it corresponds to a message sent by, or to, a sub-
ject under surveillance. Without any additional information, performing such a
task is equivalent to performing traffic analysis, and will require the interception
of all material. In section 5.1 we will examine how super-encrypting communi-



cations between mixes with ephemeral keys renders content surveillance of the
links useless.

As stated, the above methods for tracing communications concern sender-
anonymous channels. In the case that a single use reply block has to be traced
back to the destination it points, much more information is available to the
attacker than in the sender-anonymous case. Reply blocks contain all the routing
information needed to deliver the message encrypted under the private keys of
intermediate mixes. Therefore the attacker can simply request the reply block to
be decrypted iteratively by all the servers. This will take some time proportional
to the number of mixes that the reply block contains. Tracing reply blocks does
not directly affect the anonymity of other users and is therefore likely to be
considered quite proportionate if a warrant is necessary. Note that there is no
need for any content or traffic data interception to trace back SURBs.

5 Partial Solutions

While they do not address the full range of attacks described above some designs
propose measures against some of them. In this section we will study some of
these countermeasures and assess the degree to which they protect the network.
In the next section we will integrate them along with additional countermeasures
to provide generic protection against attacks based on compulsion to reveal keys,
logs or decryption of material.

It is worth mentioning that the proposals below address the extended threat
model but no countermeasure can be effective against an adversary that can
force mix nodes to keep a detailed record of their internal workings. Indeed the
solutions presented rely on the honest mix nodes being able to effectively forget
key material or not even being able to access it, through the use of tamper
resistant cryptographic hardware. An attacker that through legislative means
or hacking techniques manages to record this material will therefore be able to
defeat all countermeasures.

5.1 Forward Secure Link Encryption

A cheap way to render link level surveillance and recording of content fruitless for
an opponent is to use a forward secure encrypted channel between mix nodes.
Technically this invloves encrypted channels established using key exchanges
with ephemeral public keys, signed with long term signing keys. The ephemeral
keys are discarded immediately after a session key has been established. After
each message is processed the session key is updated using some hash function,
some exchanged fresh nonces and possibly the message content. The old keys
and the nonces are systematically deleted after the update has taken place. This
makes it impossible for nodes to decrypt past messages that are presented to
them, since the keys used have been deleted. It is essential that fresh nonces are
used during the key updating. This forces an adversary that at some point in
time seizes the keys used by the mixes to observe indefinitely the channel to keep



his knowledge of the current keys up to date. Standard secure communication
protocols such as SSL [2] support such forward secure modes of operation, and
special purpose protocols such as JFK [23] are also available.

This technique renders interception at the link level useless, assuming that
mixes have good ways of authenticating each other. If only a small number of
mixes operate, this should not be a practical problem. The task of authenticating
mixes could also be performed by the creator of the anonymous message, by
including the hash of their verification keys in the anonymous routing data. An
honest node should check that this hash matches the verification key during
the key exchange protocol before establishing the encrypted channel. It also
makes it difficult to perform active attacks such as inserting, delaying, deleting
or modifying messages on the network links, that can be used to flood nodes to
decrease the amount of anonymity they provide as described in [21].

Messages used to compel mixes into decrypting them can still be intercepted
by malicious nodes and presented to the next honest mix in the chain. In order
to detect malicious nodes the name of the previous mix could be contained in the
headers of messages. In that way it is impossible to hide which node performed
the interception or the previous decryption.

5.2 Public Key Cycling

It is best practice to change the encryption/decryption key pairs of the mixes
often, and systematically destroy the old ones. This makes the decryption of
messages encrypted under the old keys impossible.

The main problem arising with frequent changes of the public encryption
keys is the short life of reply blocks. When a key changes, and is destroyed, it is
impossible to route the SURBs encrypted under that key any more. Advertising
future public keys in advance open mixes to the risk of having their future keys
seized as well.

5.3 Secure Cryptographic Hardware

In order to minimize the risk of being compelled to surrender key material or
decrypt intercepted material, one could implement the core functions of the
mix inside a tamper proof hardware box. The sensitive functions including the
decryption of messages and the replay prevention, would need to be performed
by the secure co-processor in order to avoid compelled decryption. Assuming
that the cryptographic co-processor is secure it should be extremely difficult to
extract the secret key material inside it.

This construction protects against compulsion to reveal keys, but does not
protect against corrupt mix owners, that want to trace the correspondence be-
tween inputs and outputs in the cryptographic module. In addition to the de-
cryption and replay prevention, the secret permutation needs to be performed
inside the cryptographic module in order to protect against such attacks.



6 Generic Solution: The fs-mix

Forward secure link encryption makes the product of interception useless, since
if intermediate nodes forget the old keys, the material transmitted on the lines
cannot be decrypted, but still allows corrupt mixes to intercept messages that
could be decrypted to trace the communication. A more generic approach would
be to make the decryption of the message impossible by honest mixes after
a certain amount of time or after a certain event. We shall call this property
forward secure anonymity and a mix that implements it a forward secure mix
(fs-mix).

6.1 Presentation of the scheme

We can achieve forward secure anonymity by introducing state into the mix
nodes. This is not a radically new requirement since most techniques imple-
menting replay prevention already force mixes to keep hashes of the packets, or
parts thereof, that have been processed in the past. The difference, as we will
see, is that the state we require the mixes to keep in order to implement forward
security needs to be kept secret since it will be part of the keying information.
In traditional mix systems [20,15,14] the address of the next mix (A, ;)
and the key used to decrypt the payload to be sent (Kmessage) are included in
the asymmetrically encrypted header, under the public key of the mix (Pk,).

Mp 1 = My : {Kmessage, AM, 1 } P, {Message} kegeage

Traditional mix systems, such as mixmaster, store a packet ID that is used
along with some integrity checking to avoid messages being processed more than
once by the node [20]. In the case of [14] a special public hash Nyepqy of the
symmetric key K, otherwise used to decrypt parts of the message, is kept in
order to avoid replays of the same message. In case another message’s secret
hashes to the same value it is dropped.

Nreptay = Hi(Kmessage)

We propose keeping a second secret hash of the symmetric secret (K;) in a
table indexed by a public value N;:

K := Hz(Kmessage) and N; := H3(K;)

When a message goes though the mixing network it leaves behind it a se-
quence of keys and their indexes on each of the nodes it went past. Future packets
can use these keys, in conjunction with secrets they carry, in order to decrypt
both their addressing information and their payload. So in practice a node would
first decrypt the headers of a message using its private decryption keys and then
read the index of the key to be used N;, and retrieve the appropriate secret K.
It would then compute a secret shared key K ¢, based on both the key K; and
the secret Kmessage contained in the decrypted header:



Kfina = Hy(Kmessage, K;), K := Ha(Kgp,,1) and Ny := H3(K;)

M1 — My, : {Smessage; Nj } Pk {AMnH:MeSS&ge}Kﬁnal

In order to make it impossible for an attacker to force decryption of this
message or to gain any information by accessing the list of secrets K some key
updating operations need to be performed, to replace the old keys by new values:

Kj = H5(Kﬁnal) and Nj = H3(K])

As soon as the old values (N;, K;) are replaced by the newly generated
(N, K;) they must be permanently deleted.

To summarize, the H; function is used to extract a public tag of the message
to avoid replays and is always applied to the secret contained in the message.
The function H, is applied to the final symmetric secret in order to generate
keys that can be used in future communications, and the function Hj is applied
to these keys to generate their public indexes. The function Hy is used on the
secrets stored in the mix and the packet to create final shared secrets while
the function Hj is used to update secrets. All functions H,() are secure hash
functions, in particular because they have to be pre-image resistant, to avoid
giving any information about the key K; associated with an index N; := H3(Kj;)
or the relation between new and old keys K := Hs(Kg,,])-

There must be a special index Ny indicating that the message does not de-
pend on any existing key present on the server, and the message should in that
case be processed in the traditional way. If messages refer to a key index that
does not exist they should be dropped.

6.2 The cost of an fs-mix

The properties provided by fs-mizes, as described above, are not achieved for
free. The next section will explore the security advantages of this new schemes
but first we will discuss the additional expenses both in terms of storage and
processing.

A traditional mix only needs to maintain a public record of the ID of all
the messages it has ever processed under its current private key. Therefore the
storage required after processing m messages is O(n). For each new message
processed a lookup is performed on the public record. Assuming that the lookup
table is implemented using a hash table one can expect a cost of O(logn) to
perform each lookup.

An fs-mix stores more state than a traditional mix. It will need to store
m pairs of (N, K) values. Unlike n, the number of messages processed by the
current private key of the server, m is proportional to the number of messages
that have ever been processed by the mix. In particular it will be maximum if the



forward secure functionality is never used by messages, since no pairs are ever
deleted. As above the cost of finding a particular element should be proportional
to O(logm). In addition to the lookups as many as four hash operation might
need to be performed per message.

In order to minimize the state needed by an fs-mix entries in the index and
key table can be made to expire, either automatically or as requested by the
sender. More details about this scheme will be presented in section 8.3.

7 Security Analysis

We shall argue that the modifications presented do not make the mix any weaker
while providing additional security features. It is clear that if the keys K con-
tained in every mix were public, an adversary would be exactly in the same
position as in a traditional mix architecture. He would have to compel the mix
to perform decryption using its private keys or surrender it, in order to trace
any material that is in his possession. Therefore in that case the new scheme is
equivalent to the traditional one.

7.1 Protection Against Compulsion

An attacker that tries to trace back a message that has already gone past an fs-
mix cannot decrypt it unless all the messages upon which this communication’s
key depends were also intercepted and decrypted. Such an exercise would require
all traffic to all the mixes to be logged and all of it to be decrypted in order to
work, since the attacker does not have any a-priory knowledge of the message
dependencies. The above is true for both sender-anonymous communications and
single use reply blocks.

In case keys K are seized the first messages referring to them can be inter-
cepted. The attacker then needs to be intercepting all subsequent messages in
order to update his knowledge of keys to maintain his decryption capabilities.
For each of these messages there must be a decryption request made to the mix
(unless the private keys are seized).

Since not only the address is impossible to decrypt but the whole message,
there is no way an opponent could try to use the body of the message in order to
find out its destination. That means that even a single honest mix in a chain that
implements a forward secure anonymous channel, that has genuinely deleted
the used keys, is sufficient to order to provide forward security for the whole
communication.

7.2 Traffic Analysis

Although the cryptographic security of the messages is stronger than in the tra-
ditional mixes, there is a new requirement imposed on the selection of routes
that packets need to travel through. If there is a need for state to be present on



the mix from previous packets, that means that the same mixes are chosen repet-
itively in a non random manner. That selection process might provide enough
information for the adversary to be able to link messages between them.

Since the number of nodes applying the proposed scheme does not need to
be very large, and provided that there is a small number of mixes, the traffic
analysis of the route should be hard. This is the case because a particular node
has a large probability of being present in two routes anyway. In the case of
a large peer-to-peer mix scheme, the security of such protocols against traffic
analysis has to be re-evaluated.

Additionally the intermediate mixes are aware of the link between messages,
since the only party that knows the keys stored is the party that has sent the
previous messages. They are also aware of two other nodes on the path that are
seeded by the same messages (the one preceding them and the one after them).

It is worth noting that the messages used to distribute keys are identical to
otherwise normal messages, as far as any outside observer or compromised mix
is concerned. This is an essential feature, that makes the traffic selection task of
extracting messages that contain key material extremely hard for the adversary.
In many cases the key trail left behind normal messages could be used as key
material for further messages.

7.3 Robustness

If the anonymity of a network cannot be broken, an attacker might chose to de-
grade its performance, hopping that it will put people off form using it. Therefore
a large body of work concentrates on proving the correctness of mix networks [1,
8,18,17]. Unfortunately, the requirement upon fs-mix nodes to store additional
state is making the transport of messages more fragile and the nodes more prone
to denial of service attacks.

Given that messages can get dropped at random, due to traffic congestion
or network failures, making future messages reliant on past ones could poten-
tially make the network even less reliable overall. Fortunately one could think of
strategies in order to ensure the proper delivery of special, key distribution mes-
sages, before making further messages dependent on the keys they distributed.
One way of doing so could be to create a message finally addressed to oneself
and check for its delivery before using the secrets distributed to route further
messages. Unfortunately there are security implications, namely the risk of hav-
ing the key distribution message intercepted and traced, as well as all further
messages linked to it.

8 Additional Features

In addition to the mechanisms described above, having facilities to make mes-
sages dependent on keys on the nodes could be used to implement interdependent
reply blocks and path burning messages.



8.1 Interdependent Reply Blocks

Without modifications to the mechanisms described above it is possible to make
many reply blocks depend on each other, in such a way that once one of then
has been used the other ones cannot be traced back. To do this a common mix is
used in the path of all the reply blocks, that has been given a particular secret by
a previous message. The SURBs are constructed in such a way that they all can
only be decrypted by a single secret entry on the shared mix node. As soon as
the first of the messages routed using one of the interdependent SURBs uses the
key, the key updating operation takes place, and the messages using the other
SURBs automatically get dropped. Furthermore it is impossible to trace any of
them back.

8.2 Path Burning Messages

Much in the same way as above, it is possible to make reply blocks valid for
only a limited amount of time. After a determined time period a message is
constructed that uses the same intermediate secrets as the SURBs, and is fired
into the mix network. This message updates the keys, and any subsequent mes-
sages depending on them will get dropped. The same techniques can be used to
make reply blocks valid only after a particular time period by only providing the
necessary keys at some future time.

8.3 Automatic Key Expiry Date

By adding a time stamp to each of the keys one can make sure that the inter-
mediate nodes automatically delete the keying material. This would provide the
same functionality as the Path Burning Messages without requiring the prin-
cipals willing to maintain their anonymity to actively delete keys. One could
consider the encryption/decryption key pair rotation that mixes should perform
periodically to be providing some automatic key expiry anyway, and requiring
the stored keys to expire at the same time.

Alternatively the expiry time could be specified by the user along with the
key. This has the disadvantage that it could be used for traffic analysis if any
logic is used to calculate this expiry date, that takes into account the current
time, or other information local to the user.

9 Conclusions

We have shown in this paper that the traditional threat model of active and
passive attackers and corrupt nodes does not fully capture the variety of attacks
that todays mixes could come under. In particular compulsion to reveal keys or
decrypt material could be used to trace communications going through them.

By adding some additional state in the nodes we manage to limit in many
cases the value that an opponent can extract using her compulsion powers, and
allow the network to regain its security in the absence of continuous and ubig-
uitous surveillance.
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